EBEAVIJICETHEREF2V T A HRICERD
REREFRERE
(%8 5 hi)

ER30F4H4H
SHMTESH2 3A%RE

YA N\—tXa )T 1 BEEARE






[ZLC®HIZ
(RIEEHDER)

(RIEH DA ET (. HERK]

A L7 T EEFLEL, BEA LT T — EREBLRENOEHEINCEREMET B L S S
MWETZAI G THY . F4RITEFEICEEEH I N BEERFEOE X | 2E 2, M5
TR RICEU D #Hde Z E R EE L 70 B, BARIIZIE, [EHREX 2V T 4 108D U A7 ~DYH
i 20, AHOBOMY /axiVEE2FET 2L ETHY, TOBRICEE TN HIA T, &
AT TREFENFEELEDEORUETH D [RERUES ) (THESND ZENZEEL
W, REEEHT, 20X ) R e EEEICHESN A Z ENEENIHEAZKE - THL-LO
ThD,

F7o ARSHIEHENTWAIEBEIZ, PDCAYA Z LTI 15HREF 2 U T 1 Ox5E
DIHE Lo TS, REICHYZ->TL, HREX 2V T OEBEETH D IEREX =Y
TASIEIALY NV AT A IZMAT, NISTO [BEEA 77O A X~k Fa )T 4%
M ESEE200T7 L —2T—27 | R0 [CSMSFRGFUE] SOEEA 7 T 5 BEED KR
X2 T s OERELEERE L., AESHC Lo TEEAS L 70T AFER LR TX
5 E O L TG,

[EHREX1)TARAEDPDCAYA Y ILICRY HOEOEEEIE)
o REEBITKOLNDITE

MEHREXF2 VT 0 VR X BERERAEDE 2 ) B FE 2 - HHEEE 2 RHENCT D
BNNRDDHZ EERHEL, ZTOMLOTEY HFEHEr§ o7l Emex=V 7 4 U X
JTRAA NOFEEETETRTHZ L, Fl, EHREXF 2 T KO P D CAYA 7L
(28720 MEEREIR (PR - K - AME) ORI 7T K OB 2285 128 5 2 L,
I, EHREF2 VT 4 VAT ~ORNGFERDEEICE 2 720 F & B EHIITRGE L.
BFHREF2 T 4 U R ISHERIEO BE L OSLERECOWTERREEZITHI>IZE, 2hb
DOEFUZEE LT, [EEREDEODY A N—tXx 2T DEZT], A R_—kF=2 T
ARRETA RTA V] HEeBRTH L,

o TFHMABHREFXLUVTAURITERAY FDEE

BiREx=a VT 0 URZIE, Bz 2B O3 AESCHMMEIEDOR RICn 2 T, HHEA 7
THRELELI B FEREOZCONFEBMRE 226 ORI 72 B RFIT L - THEZ T4
T 5, T, [EHEA U7 TIZBI) DBREMRAEDE X FITHSL Y A7 THEA A FT5E)
HrHELLT, EMMICUV A TEAA L FEEL, HHREX=2U T 10V A7 OE{LHE
AT T —EADREDOFHGEM RN G 2 DB EHIMET D Z &

0 HAN—HREOHUZFTHFEZIICETEDERE

HHEA V7 TP —ERAEELFERITHEROOEDTH DIV A N—HEOIAITEEL T,
HIE DO Y 22 BTG 2 FEBLT D 76, FIEhRHG O FEt, FIES 2 BARICED - T3 7
42— T LN UDRETDHI L, PFET, AN ELZ RN E L-E
AT T —ERAREENDOEIBRIGO S EE, FIES 2 E D7z [FEMW R 2R ET D
&, FLT, RO OMISETHOFEICEE LT, AfEgHCE S T A4 "—= ) 27
OFpE] X TSR OSXBROZEFE ) 2EBETLH2 L,

o FLERMNDREREXTMAESD E(E

PDCAVA I MIHESLS, FEMOBREENLOEREX 2V T 4 U 2T ~OXISITHN
R, BEA 7 THEELEPMET DEROMAMAI L > TRAARAMIND A N—KED
TIRZEIZxE LT, EN ORI LA AIRE & T D RER A BT 5 2 &,







EPA
I. BMRUEESRT

LEESAVISICETHEHBEX 1V TARRDEES ... 1
2. TREEEE | CIFAID . 2
RO = /8 VA= 2
4 B ERF A TREREF) ORGHRERVEE~NOBF ........................ 5
I. TREBEEEF| THENEFNHEE

L R B . 6
S 1 6
S B R R DR . . 6
O = I 6

4.1. TPlan (GtED I DER
4.1.1. THEOIRR] D8R

(1) A EIRBERUAEIREOIRAE 6
(2) BEBREFREOERBIEOER ... 7
41.2. T)—4—= 97 DA

(1) BEBOO S Y R A S 7
(2) BHREX AT AAMDETE ... 8
(3) HBOEACHT HIEERUVERDEIZ ... 8
4.1.3. TEtE DER

(1) BHEXIUTAURITERA DS 10
(2) EREX )T VRIRIEDRTE .. 11
(8) EXaUTAEBRICBRDERNAEHDETE ... 17
(4) BREXF2IUTAVRIRIGETBEIDERE ... oo 17
4.1.4 TXiE| OFER

(1) BIREE R 17
(2) AMBR R R R 17
(B) O A T T = g 18

4.2. TDo (E17)] O#R
4.2.1. TiER] O#ER

(1) BHREXI2VTAAERDEA, R ... 18
(2) BEA VI FY—EREEADRIE .. ..o 19
(B) BB - D ERE ... 20

4.3. TCheck (F%ffi)] DER =
4.3.1. TEHMli] OER=

(1) B R U R E 20
(2) BEBICEK DAL E a— 21

4.4, Thct (HE)] DOEBR
4.4.1. TE] OER

(1) BER E R BE . 21
(FIHE 1] MNREBIEBREA VISEFREBFLEEVRATLS ... 22
(Bl#f2) EEA VIS —EADGRALERSA VISY—EXEEDHF ................. 23
(RI#E 3] *WAEPARFICHELI VA N—KEY X7 OFHELVITHIGRIAERDOEREEIE ... 28
(¥ 4] MREBEOERBIZEDSEE ... 37
B " BB 41

B S . . 43






I. BMRUGIERIT

I. BMRUEERT
1. BEEAVIIICE TS EREXFL T+ RDEEM

[ RAEVE R O SRR TR EN T, fkx REBEEA V77— BRI Lo THABNTE
D, ZOBEREZFEHRT HTDICHE R AT ADEL HO b TN 5,

O LT, A T TIIEOWE E REN ORI — B R DORMAEAR
HHENTWDZ ENnD, TOR#EICY > T, TEEA 7 70FRExF2Y) T 4
KPRIZAR D A ATEN R ) (AR T8 4 RATENRHE &) ,) (CRed iz THERE
REEDB 2 F7 | Z#iE 2, P —EAORMIIMERER AT LOEX 2 VT 1 2 Hf
R, YA NR—HBEIZLDEEA V7 T —EAEEORHAZFRERRY ST &
E BT, FEERAORMBMe, BEOHEQREIIAZX S Z ENEEL 2D, £,
A 7 TP —E AL, ZOBEENMEIL UMK T LG AICE KR D8 % LIET
AREMENRH D Z L n, BELRERBEICL > THEANICHEL TWHBERH D,

BEERIIDEZAS

BEA 77— AT, TREENERAERE K OESRERESEZ L2 2B Lo TH
V. ZORMICKENE L D L EROLE « ZOITEBER D OTREZ 2 A DN U 5 ATRENE
Nb, Z0kd, FEBRERIT, EEA V77— AL ORMHIICREET 27200
Bk (BEREPRAE) 23Rk BN D,

7ol AITEFHEICIW T, BERELRAE) & 1X, ABEBRERNEE A 7 7 — X D#E
BEREMERF 2 K09 D Z L Tld7Ze< . FBMRERNEE A 7 7V —E ADPSECHREHERF D 72
HOT R ANZONWTEER2F > THETAE I Z 2B LTS, T7hbb, SR TERNE
BT S#EOBIE RO, R 2 )T ¢ RPRICRT A MR B ) U A
I ELERODDEZ T TH D,

(TEZA VI 50FHREF1 )T HEICHRDE 4 RITBFE]L A5 DM

A U7 THEERFEIZBW TR, BUMKEBIC X 2 MERSAEDO T, #2588 D FEMm
PR G L, 1E#REX 2 U T 21248 D U AT~ 2 2 f8 = #lg & U@ T, VU
AT THAA L NOFERERE 272V 27 RBEORIGZ EIKICHE T 2 & (i
X2 VT 4R D Y R T =R A FOE ) NROLND, Fo, A —HE
EOBL LA L) e kT L o T, BEA T T EAOLREHER L, D
D, BORORT =T RNV E —PNHERTERVELL - SWEIR T2 FRERRY AL s+
FICEHEEA 7 T —E RO ARG TE D X 51T, WY e 2 w45 =
L TROBND,

INHDOHEBEICRB W TCHHICEE L 2D DI%, HEA V7 THREESN, FHETKRT
HDERFICHESNETEZAI NG THDL I LR L, HEA 7 7B ORMEIC
JE CTo B TR ENDIHERE X 2 V7 bR EBFRICFEmRT D & L bl FER
BEOE{LEI Z 2D, PDCAYA 7 VIZH»> TEHRES = U 7 1 3R & keI
WELTWNWSZETH S,



I. BMRUGIERIT

2. THRE&EEZE| LI(IEH

BEBEA VT THELELIL, USFEESTICHETIERED T, BRI 5 IR
W, EREALTWS,

DO L EEFE A2, IRV T, FEEA T T FHEELEOHWIT AT
HIEMEISE LI 5 CEHE RS LS, [ZeEE ) 1X2, RoO~@
W END,

OBIRIEFICH ST ENED D iR FLE )

QOBMRIEDICHE L CENED D THESRLRE ] KO ThH A KT A ]

QBIMRIESCEE DS OMFFIZIR 2 5 < ERFURZE N T D 5 EFHREW 7 TR
) N T HA R A ]

GOERIESRCEE - FIFESE NS ORISR DR BEA V7 THERENHE D
EDDH THNH) &

WO AREUESS | 1T304 5 SCERIT, [R4A (Safety) | OEBOT=DICIER L7 b DIZIRE

AW LT E,

HEA 7 THREFZEIIRBITDIMNERILENDHEREF 2V T 4 RO EN
EHEFER LD ETH-OIIIE, b0 IZeiEMEE ] I2BWT, HlRtx=2U 74
SEROIEH K OKENRLEICBWTHREND Z ENMETH D, T70bb, Eit@
MOE@DFETEBRTHZLICLY, B V7 THEIEDLIETOEZRENL., BD
N iz _&E] TEORETRE)) 2R TE L2 LR EIND,

3. IEEDAIESRIT

RIGEHT, TEA L7 T 1B BRI OE X HEME 2, BEA L 7T —F
A DLERDOEHEIN RO ER Z K D BAN D, (RIS ([ChWTHENE
ENHWHEHI - M 5 2 LIk o T, (RIS ORE - WEE LT 5 C
ExHRE LTS,

O, REFHIBWTIE, BEA 7 7 HEFEN A EMRBGHC/EER 7o
BEITOBRICSRLTWE Y BlREX=2 VT OKREEEZPDCAYA 7 VI
Ho CRBMLTWD, (KR ICAESHIBI 2 EEA 7 T OE#REX 2 U 7 1 %t
ROERGEEET D)

BB, AHEEHT. < ETEEA V7 TR RITIOICIR L T REE RSB E
AONHEAICHONWT, MEHEF=2U T 46K (ZFEL TRELEbDTH S Z
Enb, FEEA 7 T B IIEFERAED REAEE ] ORE - ZEEZTTHIC
BRLClE., FTRRDO2EICHETHIVLEND D,

o EI(LTINHIEEAS L7 THEEHICL o TE, ZOFEOEHE DM

B2 D, AFEEHIREH SN TV L EHE OPIS, TeaikiEE ) (THET 54208
BRNbOLH VD L



I. BMRUGIERIT

® HE A UTUTIHWNITEEA VT THEFREIZL-TL, FOHEDREEEDHE
H2 5, RIEFHIEHEH O WEHICHOWT, 242 iHES | ICHETALER D
H2EE5LHVELHZ L

FoARBEHICEEEH SN TV AXROEE KOS EE OKEFIZREH LT, ED %
BIUES | [CEDDMNEND Z EITHONWTE, FEEA V7 70 HOBRESORE
LOBEAFD TR | OS2 EEE 2, B8 A V7 70 IEEAS V7 T H
RFETLITHRET D 2 E NI END,



I.

B &k B ELE 1T

’ [t | O#R=

Plan (5tiED)

MR IDE R
-SHEBERIR R U PIBB RIS DI 7
-BEMREURF OERFIEOIEHE

M)—9—3v7 |0#=
SREBOIZVIA S
EHRUF T HEORTE
FEROEE NS ZEERTIEROE Y

BT FIITIRTPEAAT S

B TFIUTURTHISORE
-CFIVT EERRICFRIE R S HORE
BT F YT IR ISETE ORE

IZi8 1I0ER=
- BiRfERE
NI ==
S S by S

Do (3R4T) l

[ER |O#RS
BIRTFIITIROEA . EH
BB IFH-EABEADIIE
-EE - JIER0R

Check (FFih) l

[ 34l D=
EZHUSTRUEE
-BEBLBLELI-

Act (&) 1

ez | D=
- B IFALE R UM BT E

B 1

EEAI7JIIBT5EHEFX1) T4 AERDEREZ




I. BMRUGIERIT

4. EHERFA- REEEE ) OBREMNRERVRIE~DHARF

FHREX=2 V7 0 ZH0 B BREZUITIMEEMICEAL TR, HEA V7 T F¥E
FENSBTHXIIAOLNED D ZREMESE ) OGNS EORETEME LIFEL & E
S TW5,

PEFRIIARE L HEHL L TV BB~ OXREN, BREZIC K > TH T E L 22 5 7]
REME S & D72, BREEANIC X 2 BT 5 E MR e fesbiF2E & O T ARfadt 4
ML, [Z2MNES ) ORELOXNEMEZHET L Z EA SN D,

7, it ) OGN 2B IS 72> TiE, Bido & B0 | AREgEAEE A
V7 TR L THEENE W EB XL ONLHAICK > TRid#i L7z b
DThHDH I ExREE X, AEHITMA T, BET 2 5L, ERSAORR NTF T2
T4 AELHEBESRTHI ENEEND,

T/, MRS ) ORE LRI, BE A V7 T HETHED D BRE ~DRHICH
ENOEEDH L & HIT, BEA 7 T OERAEESOEEORE SITHANRS, HER
DELNEDOBERR % X DB D, RS ONBRZERES = U 7 1 fEROHE
EIZKEE K WETIAS AT 2 2 E R MifRrESh 5,



0. ReEEEF THENEFNDIER

I. ReEEE| TRENEFEFNDIEH

1. REBM

BEEA 7 TIZB80T, BIERIEOEZ X FzE x, EEA V7 7YV —ERAOLE4E
ORHGHI R I B A KT T EE A 7 TP — R EEDOREAE A FRER R Y I#
HI &L bz, TORAERCHERBIRZX D720, ZREWESR | ONRICED Lz
BMEF 2V T A RKOPDCAYA ZVICEY e BEEND D EE2T#HT 2,

2. WREHH

AIEEHO T 1] KR EEA L 7 T HREFELEHED AT L] ICFl# S
Nie TR ERDEEV AT L)) <2, [HIHK2] EEA 77— A0OHMP L EH
P 7T AREOH | CFRHINZTEEAS 7T —E R (FhE gl .
[EEA 7 TP —EXEEOH ), [ —EAMERFL V| FONREHEZ T, 4
% et OTEANSRE LTV D#iHZEH#T 5,

3. BREEDNEE

[ HUES | R ETHEEAS V7 T BOBMR A % TER - HEEE)
ZH) 12OV, MRS BAEICTEE L, 2hEhofFltx=U 7 3K
B+ 2%EZHET 5, Hilo, BEA 7 TEEELEDRENHOWTIE, 4 T
FEHE O [HEA V7 THEFFOREBOIMED ) E22Mo kL, e OEGHE
IZOWTHELHET 5,

4. %tKRIEH

BEA T TREFEIIEEA VT T — B RAOLEEN ORI e it A T
HEWIHEBHBEEZAI IR THIZ 2B EX, FHREF 2V T4 KO PDC
AV A 7 VTR > THIRE LT 4.1 005 4.4 £ TOREHEB OERFIZOWTHRHT 5,

B, EHREX2 VT A HKOPDCAYAZ/ATIHE, 8. P 1 an TOONTHE
REBEZREENLZE Do THETICB L, —EHERKEEL, Che c k TX
RORBELOMEMEZFA L, Ac t CEEZEMT D E VI WML D, EiEH
IZBWTIEL, Do TOREW - BENDOFRE SRR T, BRTHRARZ AETEOERY
PRSI LEE L 7 D AREME 2 R T D L ENH D,

T, AXIRE R OBARFIENFHE SN2 E kA TR 4 ] RHREE o B4 45
HOZME) ICFT, FRREE OB ARHICLEIZN U TERI 0,

4.1. TPlan (GtE)1 DER
4.1.1. THEBOIKR] D8R
(1) SRR R UCREIREDER
HYEA 7 T —ERADZEP ORI R L E R REI ~ DB RE S
Dy BEA T THERELZIRY EIMNIREE (BT, tE25%) KOHEA &
6



0. ReEEEF THENEFNDIER

7 7 HELEEONERE GREEGIOHRS, 8871%) ORI OWT, TR DR
WHLEDOTHEETS, OB, %Y 7I94F=2—2 (M7 T4 v —, L) LB
o URMFER) 12O\ T, BHEA 7 79— AORMISR D KHEEL O - 55
MrEZ@ U C, ERICIEIET 2 2 EARICEE L 25,

(2) BREFFOEREEDER

HEA 7 THERLEOHRE T2 ) 7 4 RO (EEA 7 T — B R EE
FELERF DRI RSB IS FE S Ede) ([CXT 5, BRER, BE. 771 v —,
ZRLIEEN O OESREH KIS 5, EORFIHIZIE, 5 F K08 ORRIESTORK%
(CHESNIZRBEC, V7 74 v —&mte i+ 2 flIREHE LT END,
BHLUZARIT, ANEOSMBERE R CNEEREE ORI 2 GO T, MRt x =) 7
A TEFOKE] ° MEHREF2V T4 VRITERAAL M FLEhid HEICEES
NEHEFLT D, Fo X2V T RO T 2106 E TTEHRER DR
BZxaite) O LOBLRNG, BH LA RIS 52 LS
o,

4.1.2. TYy—5—2v7] O

(1) BEBOaAIY LAV

HEA U7 THREFEOKREEIT, BEA 7 THEFTFITRO BN D THEREIRGE
DEZTT) ZBEEATFREEOFRIADOTD, FWEx=2 T 0 U A7 125Hfi L, i
PNCKRHLT 5 2 L BB ONMIKI L TES T2, 0B E5I1C 472> X RE (2)
O MEREx=2D 7 458 FEERTL2b0LT 5,

Fo, BEREIX, FREF2V T4 U X7 ~OXUTYE T2 TRED TEHEAS 7
THEEEFZOREFOMLD 7] R L, [EEREDTZDDOY A N—tFx=2UT 1
DEZF2), [PANR—Xa VT A RETA RT A 3] HEEHELLOD, Wk
TN IS Z & S HIR SN D,

(EZEA U ISEEESFOREBODOAEY A]

0 HFHRtX=alT 4 OMIEITREBNELZTREELETHY, BREEE LN
V—H—y TRBEEL, HERTEOZEZ A Ez, BFHRtex2) T4
SERIZE D fHTe Z &

VEEA VT T REFGEN, TOY— A RN E R EBEORITOIOICHAE ., EHUTEET A E®R, FR AT AL 1
T ZRWTHIH Y AT DEOEREFEIRD FROMBR (A N—KREGERTHEEAS 7 T — R [EE) MO
NHYRAIDOZ L,
2 [ERIESE - A\MBREMRES) CEK2 74E£2H 108 A —tx 2V T BIEATIE) O FlcEESEZ %
2 )T 4~ AV R BERE T =X VI N—T ] IZBW T Dbz, BEREDTEZDDOY A NN—X2 )T
AR D AR B Z F R LIZb D,
3 A NN DREETFIBEDD, BREADNRRT 20ERH D [FHA 0, R = Y 7o xREFET 5 ETF
{38 L e 2485 (CISO %5) ITHRd & THEHEB | £2F O b0, RIFHEEE K OIRSIATEE NG LB HE R
W CTRIE,

7



0. ReEEEF THENEFNDIER

® [HfOEHM KO BIZLEHFEGTHZ 2L, VY I7A4F=—
v (BEVRANRN= M=t B 250 FERtxa ) T 0
SERIZE D fHTe Z &

@ [FREX2UT AL TAT— 7 RLE—DEE « LOKA T 58]
D, SEERCRBIT AR X 2 U T /RIS SRS, T v b
FEAEREOX BT 2 TE RO BRI flde = &

® RO TRLICHLE R EREZMICINET L L L BT, LERTHE - (K
il « AMEOREEIRZMERICHER L, U AT XR=ZADF X HFITLD#E
k362 &,

® FEHREXaUT 4V RTA~OHICNFEEIZE 2 =20 F & HEBORGEER %
By E 2. BRI EOBEESHICBNT, o250 HMEx= Y
T 4 U AT KSR O FLIE L OB LK TNE ORNFIZOWTOEBIRE S
1152k,

S A WRATENGHENCHE T DN T-NE 2 _— R, ARHIREIC Y 72 0 VB2 FIH A B I K O 56
BELZLOTHD,

(2) WtFa) T HHOESE

B A L7 TR, PN B AR TR L LT (% 2 U 7 4 6
EHET B, WHE R 2 U7 4 FEOTICHENT, BEA L7 FH— P RER LN
FRERIC IR 2 L\ D HERIEHE R A D T TH I BEA L7 T RRE LN,
Tk U T RHRICHD M B AORSEE RT L & b0, Wt 2 U T 4 RO
AL BT 2 B RS & D BRI 2l = 2 &0, e % 2 U 5 1 5D
B OHERER 22U IC SN T DR BIC L 5 21 3 o b AL MR R

W % = U 7 0 HEHE, SIRNICEET 5 & & b0, BEICH U TR ORI
FHRENAFETEL LT D, £, FlEX 2V T 4 FEDBRZUDOATHD
DLk, EHMABIRCHRRT S & L bIC, EEEE T % RIUITK & B2 LA
LT EICHOIERT 5,

(3) HBDEIIHT H2EERVIERDE L

RV T A ROBRMAEEIE R D LT D720, HEA V7 THEEELOR
EiEIX, HREX 2 U T xR AT 2B A O B R OMEEBZRET D L& &
HIT, T HITxT L TEE L UHERR A @ U) 72 fi ] CTHID 24T, & OFRY R 2 /AN
WG L CREEBR L 0R#BEEDE D,

ZOBE, HiltX=a ) 7 o R EZHET 2&E 2 AMOPTH, Rz, VR
THEAAL NTHHENTZ U R 7 OBEBRKORLOFT 2RO & & i, B/l

8



0. ReEEEF THENEFNDIER

ATV, B LRI L TEEEZ R D Z ENERESND Y 27 F—TF — 2Pl
TOHZLENEELRD,

Flo. MERBEEBERBELORCL LB, FERRELZEEAEREX=2D T
ARz E L, FHEEEEETEOAM (C1SO%) ZiEffd 25 Z &0 HIfFS
o,

S HIT, N AT LENEN SNDBREEL AT 256, A4 N —HREITER
TLEEA T TV —ERAFEEDOMIE - FIRIZO TR O AM B LEL D Z
EILOWTEETDHZ ERHIRFSND,

E. ERRUSMTHIRD &5 REENEZ NS,

B BEBE OIE K ORI AR & O RILAHEY
X2V T4 AT POEFMEY (CSTRT)
aAVT V=TT O R 0D EA T Y
Bt =2 U7 1 ROBGAEMKIT 3 2 N A Y
Y774 Fz—r (BT T74 v —, FFEHEH) BT LHEHREX2 T xR D
TR D5 FR AR
X2 U T ¢ A ORBEEAEDOE H L VHE - HHEHY
B AT A (Fy NU—7 2ET) OEFHY
HEIE (FW AT L5 Y7 hu=7 ., [HFRE) O Y
WA % = U 7 4 DAEIR S35 filiak O BRAE Y

¢ ARFREHNC IV TIE, HHEEER (1 T) 2R Lkl 2T 2E0@EM RO 2 & 2455,
9



0. ReEEEF THENEFNDIER

4.1.3. TEtE] DR

(1) BHREXF2LVTAVRITERAV K

BHHEA T T —ERAOREN ORI EE 525, EltX=2 U T
ANARD U A7 ZEUNEHT X, RO I BRFIHIZE > THREF 2V T 14 U
AT THARX L M EFEFT D,

O #AFENT D AMkZ D & RULOBERERED =— X2 B E X
HEA 7 TV —E ZORMIM IR R OFPH - KEFEZHLNIT D
EE BT, ULEHBOZTICLERER Y AT LEOKEERERET
Do o, TOWMBTHMBED U A7 IZxE$ HHBEES « U X 7 RS2 ot
ERAR

@ HRY AT LEOREGRICRT D EREF2V T4 A7) 2/BET
% (U RTEE),

@ VAZIZHTHREE - VAIVHREEELEBEL DD, [FROBRICLD YT
— B R EEA~ORBEASV] X THEORERREM) FA2 b s LT
RESND VAT EEEATER LT, FRESNTZY AT DORE S ZHERT D
(U 27558,

@ FEEELLEORETSOV A7 25 L LB, ERFEFELEELTY
AT REDOXRLETDHY A7 T2 (U A7 5Hf),

KNV A N—t X2 VT a2 X—0 [EHEA 7 T8 HEERIEDOE 2 FIZHES U A
IT R ARA L FFBIE] ITIE, BEERIEDOEZ FICKESS VA7 THv A A FOBSE BT+
EDFEENTH SN TWAT D, AELFETRBT AL,

X HEAMEROFEORESCRESIC L > UL, MO TSI EEOTFEZEWHT 5 2 EBNEREE
EZz0h5, BlIZIZTIPAD THIES 2T 208X 2 T 4 VRIS HA K] Tld, BEE—
AL FBEWESR—R (VT U AR—R) BHALEDETZY 27 G FEB L OEDN X 2
U7 4 XKD T8 O BARN I AEETFIE e ERFEH I LTV D,

B, BEA VT TV — R ELEENORGINCIRE T 270, EEA T T
DR — R Lo TR FHREF=2 Y T 40 U X712z T, HS ETZ0#]
INBD Y A7 BEFE L, b - fHMli 21T Z EX WIS D, HSEZD®SE L

5 URITDTEAAY NEATV, BMEAIC) A7 2RET D, WHXITHET D, LW I MBOBRADZ &, UV RAZIZHT 5
FEEZHLNNCT S &k, Bl 20% RO —E A LYVK T2 ) BEA V7 TV —EREEDORAITER 3EILIT L
T5H] EWolok 9T, HEA V7 THREFEENLEORED Y X7 2L o THELZEDONEHLNITHZETH D,
6 HODHMEERT L7720, M XIIAT =7 ANV —PNA SN TETNDLEE Y X7 (VAT RGH%ICED U R T)
OREDZ &, FIZIE T50%LL EOT—E A LUK N &M BEA V7 T — EAEEORAETFEM 1 EILIT] ol Xk
INZED D,
7 fEHE (Health), 724> (Safety) & OBREE (Environment) #4539, MEEMAA— b A—va VRUHIEIC AT 2Ex5RE L
PAN—EX2 VT4 DVHRI AL N AT A THSD CSMS FBAlEEE (Ver.2.0) TiXk, MEMY R 7 D7 EA AL FOFER,
HSE LDV R DT HAA L FOFERJKOH A NR—EX2 VT 4 URIZDTERAA Y FOFBROKAEZERLTND,

10



0. ReEEEF THENEFNDIER

TP AT BB A 7 T Y — 1 ZADRMA T 5 163 85 O I 4e 42 - A DRERR
HYUA T TP —EADONME DL 4 - @REROMENR, BEA 7 79— 2DREMIZ
O BRETAM DIRIER B L 5D,

o, ERFECBOWTY 270035 L LT Lo 72 U 27 HEH L
HWTHD, FIEMEDOHEICBWTYZY A7 ZFHIE L5823, FHEOEH
R (B2 U7 0 BEROEAAME) 2R ThE & 4 2 A 2 w45 Z
ERWIRF SN D,

(2) BHREF2) T4 URIRAIEDIRTE

VA THAA N THIELEERE S 2V T 4 U A7 ~O BARM 725G )7 5%
WET D, VAT XSO, MRS, TEDE), T#is (BF) 10, MR (3%
) 1 BHY, THEROMBRICEDEFS~OEEELS ] X [FEROFA RN &
B EZ T, MYIEEZONDHLDOERET D,

el COBE LY AV RS FIEOERBTFELE LTORvX2 ) 7 ¢ HEREZRET
5o ZOBEFEL LT, LT (7)) AWERDOEX 2 U7 4 OMNBZERD) ) 206 (=)
HEREX2 VT oA 00T NEHE) 2, HEA V7 TEOBLRD DR RILAEF ~
DEEV AL EINAEX 2 U T ¢ EHE LR,

723, TISO/MEC 27000 7 7 I U —#t&) < [HEA 7T A X—kX 2T
4 A EESEL70D 7 L—AT—27 (NIST) |. [CSMS LY (IEC62443-2-1) |
HiZbEXa ) T BHRNREINTWD, ZTROOBKBEICMA T, FEOEEA
VI IHREFEOEX 2 T A BEHKROBAFHELSE L LT, BMEKICE > TH
Tt X o )T ¢ HHRE R E L TR0 DB REET 5 2 &R S5,

(7) ANHEBERODEX2) T4 (HHERERD)
OZEAIDOXIEEIE (BFE - 2HEH)

BHEA T T — B RIR D EF OIS L FEERE DBRITIL, 3 LOERFIHIT
Mz T, 77 BASNDIEROGFESRMINTZY AV FEEZEBET D,

FAAR & Bt & OEB RN ESR T, Bt EBoERES =2V T 0O
PR ZM - TE R X 2 U7 ¢ RBRICH MO EE, (EERICRHT 2 E#m Lo
DHE - I a Efi+ 528, Zth TR O RBADREREX 2V T 4 ICET 2R
R OFHZE IOV TR D AT,

7RB. MEBEHIICE Y T ) R TR A A FORBRKRETIE, BHLEORE LN
VERGEVHEESINDTZD, X2 VT ¢ HPOIEB R %IC L D IHRARHROY %
ENCERIT 2 Z E Rl En s,

8 DA I L CHEb R A @A 52 &,
9 YR ZAL SWDHIHEEZ AT LW E2RETHZEICE D, VR ZEREET D&,
10 —SP) FofiF e ) 27 O T—HEEFT 5L,
UERICE S EBEREICE Y, VAT ERE (ZF) THZL,
11



0. ReEEEF THENEFNDIER

O =M P OIS EIR
ZAERITAT DM =2 U T 4 IS 2 ERFHEDPHERIZEITSND L O &t
FeD BRI 2 EIRICHERS L, SEUEZ KD 5,

(1) BEDERE

Q@LEIZNT IERE

HEA T I —ERADMMPIMRDIER I AT LY 7 by =7 | [EREOEHESL
FRE L7e b, FEEOEHREMHCHARIR FIRANTFSLHH) %420kl
EPEHSRAERR L, MEFFEET 5, ZHICOFE T, Xy M=K T —H O
NIESERR T 5, 728, HRY AT DEORME /R OE DEM %2, SMBoMiaE ()
[ TH—EAL T THREORREREOMGE) PIRIET 2 —ERc L > TRET
HEEIIE, P ERAO—EEIER L, MEFFEHET S,

O FH I & Bk

HUA 7 TREEFORVF D HRICONT, TOEEMEOENER, EROZ
DEASORRE IS U T, TR, seatE. mTMEOBLR ) S RO T KOG
AR (R, EF) ~DT AT ETT O,

Filo MERR. AFL R RAFE ER, XEL B HELVoTEROT A 7Y
A 7NV E A, LEREEREIIR (B ERER R R AR BARIE) 2ED, E
i d %,

T — 2 EHE

VAT ADU AT TG U TT — X O I R ECIRE LT OB E LA LU O L
LEEZEE LW —2EBEZIT O,

Fo, FERREOB(LERA, /¥ —Fy bEH LY —ERX (777 Fh—F
AE) BIEMAT 570 EH LWEIN 2RI T 2B, ERSOESCREm S S O A7
TEICHOWTHET 5,

(*2) 79 =XHlE

OFRAET7T IV ERADERE

HEA 7 7 —ERORMIRDIGEGHR I AT LROERE~T 7 8 AT HHHFE
EEDT VB AMEEEYNERT 5720, FIHELOT 78 AMEOR G « A5 - HIkk
DIEAR T o R R DHEEL— b, KRS, EEFESZUMELT 5 L &b, EH
HIZBWTITRIHAE T 7 B AEOEH R L Ea—%2FT 5, ok, [HFHRI AT A
~ORFMERT 27 2 ZAMEOFEY K OF R ITFRIC i EICE S 5,

OFHR AT LFDT U A HH

12



0. ReEEEF THENEFNDIER

s/ IMERR TS KO OBt DJRR 2B E 2 T, HEA 7 T — XA DRMIEITRD
B AT LREWRA~DT 78R (V=T 78X 2GT) ZHlRT 5,

Flo, BFX 2V T AICEE LTen 7 FIR (B v 7o R OHIR) R0,
BERANAT =R (Bl &= VT o 58 & & L SCFRERI0 T80 ORI % i 52
(T DM AFELRET D L L BT, FMI AT AR MOBEEICL > TE,
SRROALE/R & O FE IR FEREF B OTE b a9 %,

(L) B5

OIS EAL-IFHER

HYEA 7 T —ERORMEIAR DG RO NS 2 (R 272D ICH 5 &
EHT 2561213, B ORMGTE-PRE SIS W58 (58) OB BLT#2REd
Do B, WS HMICER D ERNADIES K OBHI OFEIZ OV THET %,

() MEMRVRENEX2LU T4
@txal)TAHERINKRD LN DHMHEEH

BHEA T T —EAORMIRDIER S AT L0EHROH D (B =
T RBERFEDORERD RO DK ZIRET L7720, Wt X 2 ) 7 ¢ BR
EERTDHELEBIC, WHEREDOET=X ) 70, B SNTEREEESCTZLLTZITICT
7B A ZFT IO OmE ) e NIRE B O AZ ST 5,

Flo, BEOOHEEZIET 28800, ML~ OFE A STV R WL O FF
LIABZHIRT D, MA T, BREOFEXREE LR TELEEAS 7 THELEFICE
WTIE, BIRCTOEEEZFIRT 2 Lo IE b AN TH 5,

OXEIZLIEENDHRELICKLVRFENOERERVERE

HYUA 7 TP —EADRMIARDIER T AT L T —F & Z—FDRMITHOW
TiE, FEELFICLDBERRAELICSWEE L T25%, KERBELLEAETH-
THHELARRTE D LD 2B R 2 FalcmEs - Efid 25 2 LIk v )i
fif DR E M VE AT O A 2T 2,

OEZENEHE

HEA 7 7= AORMIARLEE (FHR AT 25) &, @Basatnen
TR AOER AR TE D LI ITRET D & & bIZ, AL OGN ARk AI I
MERF I D720, WUNCRT 2 FMT 5, W57 — 7 VLER T —7 /WO TR, 7
ZRRGOFRENEZ B L TR 5,

720 YA UATREZLAMEBRE IR AR OIEE DR M2 5] & @12 LI T H O £
WEBIET 572, HEZELE O HHIRC, £ D H UISER 2 SRR O 2 2 4
T2, HEOWUGSLHANTNCBN T HIFRIFEA VO REEEZZET D,

13



0. ReEEEF THENEFNDIER

(h) EFAEOEX1 T4 BE
QO EFANFIEBRUERE

BHHEA 77— EAORMIRDIER S AT 2FEOEMICEET 5 FIEEX, 1
EDOEFEMEOMRICNA T, BX 27 o R LIEAEHEICT I E V) R
B E 2 TEIET 5,

Flo, HMU AT L, JEORMEOER (PReF, BHE) ([ZoWTE, Eff o
WX T A RA~OEFELEEIND O, BEE~OEKRTHE 2 EHAR
BHOT7a®vAEZHLNLDED, THICESWTERT S, 2B, RFOEHORS
ICHWD Y — VI, JRANE L TEARBEOEEIN-bDO LT D,

I, BEA 77— RADOEHREA~OFRA ST 2WT 7 255251k
THBANG, EAREIIEBRESCHBRIRES & 0BT 5,

OTIILITHhLDRE

PRI EE A — L2 USB AE VENGIHFRY AT LMUERET L5~ = 7 PEE
AT TV —ERBEEG X ITAEEREZONDI D, ~ VT =27 ZHRHELED
TR o2 H N COEH L T & &b, TR —~v VT =TI LTS
B THLRMEIEZ K DT ORR L OFIRZMHNLT 5, i, HEA 7 T HELSE
MEBEERT L ZENRNETH L, ZiERENFHIADL PCROT AN, ARV T =7
AL L TV D AREME b B ET 5,

T, BREOEWVEE Y AT AMIBWTIL, v/ U =7 OBRAEA ENEIFES R
HNNTF DRI LT 2 TR Y 7 e, VAT MR EI 200, RENDOE
JWAZH I TE D I L R ETHHRTUA MY A MIO< LY = 7 HLHERE DTS
LRSS Z LI NS,

Oy ITvT

HEA T 7 —ERORMIMRDIGEGHR AT LORFIRESEHE R T — X DFR
STHEEE (T VAU =2THIZLDRIERT — X b b &Te) OFREMEEZE L,
VAT EARA=TURT —H BT HNNY T v T OHHLOFINEE H B Lo
i 5, 7ok, ATAMERROBLENG, Ny 2T v X3 +0hE&dBIGT 25 2 &3
b,

Flo B LAy 77 FIIMERGHR CRERSFHATE L Z RO 6D
72, BRIy 7T T IR — R E FERT D,

[ J=EoQ: et

HEA 7 TP —EADORMIBEDERS AT LK T D RIERT 7 & APHE
AT DB ERY AT LOA Ny b o SREMHE Y EOEE D 7 Rk
T2, 2k, 7 ORBEEOREEMHT HEIL. v 7O HAMKICONT LB ET

14



0. ReEEEF THENEFNDIER

HZEBEREEEIND,

T, B IHEREE T ADOT N T 2 T EIZ Lo THEICH S A, HESR
WEOYEHT S EEHIC, n 7OMWEIIS CEEMNRREICL > T, vkt T 5
RIEAT2 DA A2 fHEET 5,

OERAYVI LI TNERE

BHEA 7 T —ERAORMBIRDIER AT LA THHT S Y 7 b v =71, MEss
IRRREIRE A B L2 BOMREENMEE SN D T2, [l 4 O EIZ DOV THREZR R
DiEfE - PR L, ZEeMOMRIZEED D,

Fo, BHEA U7 T —EREENEAE LTRSS A R—HBEDO IR E 7R L7
BRlZ, VT R =T ROFEOYR— NI ZTH I EEFRRICT 5720, &
R— MRFAR—=T 3 o ~ORFEFHMINIEMRT 5, ok, VAR— hxg—y g v
~OFFHPRETH H2HEICB N TR, HE A V7 TP —EREECT A N—H %
Bilkd 572D OMFER B 25 L 5,

@ T RIAE 55 14 B

Eikt = U7 ¢ BREEAENRZMLL T D IFERY X7 AOERA s B3
Lz HENOINET S & & i, AT OEHR Y 2T 2T 5 B0 A M2 1
BT 5, EH TR X ¥ O LSS,

BAHIRESIES DFISIC DN TR, BEFOIF# S AT LD N T ] O SRR
PUEE 2D Z L E 2 CORETRNEENE 2 H 50 COMELT 5, Bl 21T,
BERR Ny FRANER SN DRIIZB N TS | RARRIEN XS fEE T A FDIH
HEZRP L, Tho2FET 5, b, BARTH - Th Ny FEMHBNERGEEIC
BOTE, FWMI AT MM T LERZ BT 570 LT TEZ# C 5,

() BEOEFX2IY T«

Oy hI—Ytxa)T4EHE

HEA 77— EAORMITRDIFWM S AT ZERID 5 1HFROBEE M
P RET HBEN L, EHBOCK FHEINOIEH, *y NV —27 O5E, v
B L OERIZL DA N—KBOBRMEZL>TExy NT—27 DX T 4 %
MR35,

@ IFHDIRE

HEA 7 TV —ERORBIR L ELEEREZ, EFA—NCETFT —F K
(EDI), A RZ A yE—VFOBEFEZIEN L TERIRET 2561213,
b O COBEMESLTEMFEDOE X 2 U T « HRITHRD BEET O FIEZ B4 5
EEBIT, TNHICHOWTIEMHF L R BB ERELOEE LD,

15



0. ReEEEF THENEFNDIER

(9) PRATLORE., ARERVRST

OFEREF 1) T A EHZHRFAERCATLOREF

HEA 7 TP —ERAORMIARDIHFH S AT A2 FT B - BRI DB, BE
FOWERY AT DENETDHEIZIE, TBXa2 VT4 - A - THA 12 OEZ %
BEZ, VAT LAOBERFHEIZER L2V T 4IZOVWTOERELE D TR ETT 9
(MEIZIE LT, BRROHS EZOBENDLDER L ED TR E1TH), HEA v
7D Lo TR BRIV AT 208X 2 U T o HERITAR D EBAEYECH L7256
—HRRGERENGFET A 720, MBS U T, SRFESNTZEHR Y AT LA OIER%E H R
RERSE

Fo, BHREX 2V T o ICEE L-BR-OME 2 HB T 5720 O FECTIE, BB
LEFEWT D, FRC, B AT LOZIF ANEROBRIZIE, EHtEX= Y 7 ¢ B
DESREFIHEOHERITIMNZ T, FHRY AT LOBEEFE IS U T, Mgtk o i s
ERRETT 5, BT, VAT AR EINBEIET A5G AICIE. Bt 2 U T oIk
J& U 72 B 7 8t D NESPIR L A ZRe el xt L CEMIMICHERE T 5.

(/r) HiaEBEE
O HFEERICHE ITDEREF2) T4

A7 TP —ERORMEIBRHER S AT LEORMM NZEDOEH % | SMHBD
fitkeE (B 1T TH—E 201 TABOMREREOUIGE) Nt 59— X
Lo TRET A, HeESCTOREEEENEEA V7 T FEESEOEHEICT 7
Y ATV R KT 520D R 2 ) T ¢ BREEAEHEL, HO5 U
feH e aET D,

7o, HRELBENICHET 250, HoMREIL. ZO—E T OMFE 23
L CRBRDERFHAZRD D Z LB LT, YT T4 F=—0 DRV T 11
EEHMB,

OHEENDH —ERRHDERE

BRLIEEREX 2V T 4 ORMFOIET ZHEFICT D720, fifaE o9 — e 224t
EREFRNCERT S L L bIC, HRBEDER L RGO L B —CEAS & Eiti s
Do Flo. VA7 HEHEOMLENETZENG | faE NI 52— ADEFITHT S
EHAEITO,

() BREF1UT110PTUNER

QO FEREXL)VTAAVITULDEBRUZDHRE

BHEA V7 TP —ERADREN ORI R EE KT ERExX =Y 7 4
AT R DR B IS DT A VT v FOEREEEEZTED D

2 fERE R YT o Al GBI DR T 2D DR e T,
16



0. ReEEEF THENEFNDIER

& &b, MRS~ DHESLCRERUNE S O FIEZ HBEH 5,
Fle. AV T U OIS Z @ U TR H@Z, TROA 7 Dl 2 &
LTEHT 2720 OB LT 5,

(3) EXa )T+ EBRICRDIERFHDEKE
HEREX2VT 4 VRATREOF TRE LA OEX =2 ) 7 0 FEHIKIZEWNT
NESF 3R & 4724 W% O JLUE A E B 7 8 (B 7 7 2 AT & 15850 7 $14%)
ELTE LD, MEENMEZET S, o, BEIDSUTEREIIRH L THRET S,
fEMEx = U7 0 FEFEERRIC, @RS ONEOZ L HESCHMERIZOWVWT, &
R 72 MlR CHEGRT D & & biT, RERBREZNH - T8I bR T 5,

(4) BHREFXLV T4 ) RIOASEEDRE

Bt VT 0 FHONKEZBE 272 BEER OF OERE OB EFRKREITMZ T,
WELEZEX 2 T o BHEOB NI -EMEE, A7V 2 —/VRIZONWTED
7o MEHtEXx=2U 7 0 U R 3ISEHE ] Z2RET D,

41,4 TXE OBR

(1) ERER

B2 T A RROPDCAYA 7, +7bb, PDCAYA 7LD
ST, FERE, HERF L ORI S E I B ST IS e o T M E RSB (M TR
%) WL L, REEOEHEO T, RN ~EYICELS T 5,

T, BEZICEAEREX 2 U 7 4 RROKEML T ~5 LT D2EDOBLEN D,
Y N VA A 8 AR S T S PAN I N R SR

&~

(2) A\AMBRRUEHBEHR

BEHEX=2 )T A ROMMER 2D 8X 2T 4 AMITHOWT, HEA 7 T4
— B R DZ RN ORI R BRI BN R R 2R R 10 N B & AR - HERF 9 D 8LE )
5. INHDEXR2 VT 4 ANMOESE A L7 FHEEENOF v U T RARKRNEEEE
ZHOMNLORETILTHEBS ZENEELERD,

Flo, BHEA U7 THEERFEOWEBNHEREX 2V T 0 FH LX) T 45
HR OB SIS BH L EEEAREED LI T 5700, MBI LT, 1F
MYxX 2T 4 ICEET A OREE - hL—=0 72 EiT 25 (MWEION U TEE
FAIZBWTH M), FFC, Rt Xa V7 o xtROREMER LD EX 2 U T 4 AM
DBERRIZBN T, BRFEEO AMBR T 0 7T 508 %2 U T ¢ N 2 =34k
% b= 7EOIE RS, BRI L U2 - A (k4.2 1. (3) )
~OBM, HERLEZE 2R L SOBRBFELHHIND, 2O ORFHIT
MM E RO ZRCIR DL A BB G - MR T DRIV AR LR D,

17



0. ReEEEF THENEFNDIER

S5, BHExa )T 4 HEHCHT 2 ERA(EET S & L bic, HEEEH b AME
W2 )T EOBGICE ST 5 = L OEEMESLLEN AR S 570, Bl
NRALSTE 5 T2 AN U D BB 2 R 55 0 F1EIC L 0 B %X 5,

(3) a3az=kH— 3>

HHREX 2T 40 URT ~OMISICETEAFFORERE L REEIC L oEH (FEr,
T=F, M%) O FTHBEX =2 U7 xR HEET 28EEE L oM T, EHN
IR O GE2T, al a = —a VEEMET D ENEETH D, T DL,
EHERIZBO UL, BREEMEREX 2V 7 1 U A7 ~OXIRIRILZ EMEIHE L,
BN U7 IR 7 HIWT-ORIE S 21T ) Z L2 ARE L T 5720, XRE0OM %28 L T,
e BT % U CIEME R MRS 21T TN EHEE L v D,

E7-. BB FTRT A2EEA V7 T B RRTEEAS V7 7 —EADLE)ND
Fife O R R Ik 2 EHLT 2 L W O BLEN D | MOEE A 7 T EEECTEAITEHEDH
RER L 2 OBREIREMHH, HHRIEAOHME DERGIFEICONWTERLHEZITS Z
EHLHENTH D,

4.2. Do (47)1 DE A
4.2.1. TiERA] OFR
(1) BHREF21) T AERKDEA, ER
(7) X2 T+BEROEA, ER 7O RO - ET

MEREX 2 U T 4 URZ 3PN (IZEESX, FlREX2 U T 4 U RAZXNICE
WTIRELT X2 7 oK) OBALEDD L & BT, 20 ZERA0D
MRICGERT A0 70w 2% L, FEIT7T 5,

(€4) BEBEA VISV —EREZICENDIEZROR. RAOH 7525t A0L$ b

BHEA L7 T RAORMIBRDIER S AT LEOEMREL ST T —F DX
—ATA U ERHERL, 7T — For VT EOEROERER LA EISHAG DY T, &
P T T —ERAEEICENDAREREOH D FESLR (A NN—E fFR AT LD
RERAES) & RIS A AR T D & & bIT, makicki< . BIfREEE
EDFEROIE, N T = (VA N BED RO M O OB SENANL
1) SoER S at R EHNLT 5,

F7o. BBROEER - A OMAMAAIC L - T, HEDOH A R—KBOFTIE R L 72
BEICBWT, BAEALADEX 2 U7 0 FHRICE DY A N —WEA~DOX RIS
T S (=2 —HreDllfE)) & &b, HWERERIZS LT, BAY
HDEX2 VT EHRORLEL (BFREEEOT 2 —= JEELZET) OWlt
a2V T 4 BHRZEATLE, B0 Sz2E o2 EbEEERD,

(7)) BEIEBREUVODH - AREHROHER
18



0. ReEEEF THENEFNDIER

HEDIEHRE X2 U 7 ¢ BREESE SR IET 2 BB HRCZ D DM - XK IE
WMEMRT D, BRENEWEHB SN D2EBIERENH S T25E1TE, Hltx =
V74 VRITERAA L NERATEML, BINOY X7 3 OES ZHE§ 5,

(L) HHFEMMOEWVEREFFSI~DOSMN

A NR—BEOFNIMZTELH I, FFEOEEA 7 702N E L&
JEIR Y A NR—WBOFREMLELEEIND Z 0D, TORKOOESELT, 1 SA
C BED IO B MERILATEE~Z L, ZOHRTIUEL-EHRZH 2D Y
A7 s TTIER T 5,

(2) BEEA VIS H—EREE~DOHRIG
(7) YAN—KREIZHA AT 4oz o — TS0 RUVELEBGHBEDERETE

HEA T TP —EAEENRE LGS, RCHRT D& L b, FRRER
RIS R TRER K EE CHEIBS B2 Z ENEREN D720, BEA L7 T —E
ABEE DI Z T ARESR 2 H LN U DT 5 Z LN EE L 2D,

Z 2T, wiEhkbs (BEREIL) OF#HEEEDE (avT74 0= —77 0
) ROV B E LB IBxS 0 H #4542 €67z THEMEeHE5 ) 25K E7
D (I b EREOFHZEDHEZRET D) & &bl YLatmDEITIZ
B TR AR 2 e 5

FRC, BEA V7 7 —ERAEELZSI SR ITHROOEDTHD [P A R—I 8
~DfEA R EE LT, arvT 4Pz —7 5 0 ROE K 2 R E - OE
T 5% A, TR 3] HLREBMEE i ICER D W A S —IB Y 2 7 ORFPEI N3t
RO ROBERIE| 20T 52 EDRIFFSN D, 7ods, S3E0kGES 1 2 B i A
DEEA 7 THEFEFEIZBOTL, AAFEIAKAEDN L RO — B R KAEE THrRE
BIHSEDHZ LA HIE LcGHE (FHEEBFHE) bRRRET 52 EBHfFsL b,

(4) CSIRTHEDE . EEHMEOERENIEZFDEE

PANR—WEY) 27O EEE Loy T 40V —7 7 0 R OEE
FHE O EATICH B MR AH OO L oL LT, CS 1 RT6 (ULIFSSHEAE &2 FFofl
k) ZEEA T THEFFEONTIZEMT 2, CS I RTHEOMERIL. EEHIHHES
FIGFNEFIZONT, HOEUDEHEEHEEE L TEB ZEREETH D,

13 Information Sharing and Analysis Center O, [EPN® ISAC 121X, ICT-ISAC, &l ISAC, & ISACENRH 5,
U EARITENGE T, BEA 7 T HEEFTENEEA V7 TV —EAEEOREIZORBETNNH D Z & 2B LTI
B OB ENT O REYExbE (BAFERNS) (B3 258, FIE, BESEH O UDETH L EAENISEDZ S
DEfRT,
5 WA RATENGHE Cld, BEREMRAEOE X F 2B E X2, EEA V7 THEFENEEA V7 TP —EREEICL Y EELZ T
BEA 7 T —ERAEZTA RIS A PR KEE CHIBSE S Z L2 HNL T, TOMEIBIZMIT 7= BEKYEE, #
FNENLZ Do 8, FIE, BEELZHONLDEDZ LD EET,
16 Computer Security Incident Response Team DI, A N—HBIZ L DER AT LORBEERE, avPa—4EXa
UT Ao A T2 MRS 72 OO Z L, 72k, FEEIZL>TCS IRTEZMMfEE LTERL T S5E
EAVTT U NREROARRBET DHENRH 5,

19



0. ReEEEF THENEFNDIER

Fric, HIi 27 NEOBMBREE A RA T2 EEA > 7 7 FEHFCBO UL, &
A V7 T EARERAERORIEC O T Bl o B il 2k S0 5 e
MEA TR LT < ER B B,

£, T A AN—BERITHREISIHL S 2B b fHEE X2 U T o ORI Z F
DR & G D T RHLREER & R B L TR < B e 5 2 En#if S
Do BIZIT, YA N—ZERHBEHEEE K OEREF 2 U T ¢ BIREERE & DREEN AR
TH D,

(77) ARFTEIZE D HEMLKRHL - Y—EXEIB

R A N—HBEOEGERIL, b T —TOFRE, MIGHALE LW S
THEIE, arT 4 vV —T7 T U R OEERGRTECIE S T, FROFEMY
B (R AT LEA~O T LYy 7 AeEte), BRERSE L OEHRILE - 7%
(BRI RSB 2 G Te)  fEIER OB I - I — B 2 DEIRE O RHER 2 Eiti T 5,
Fio, HEA T T —ERXEESDOMIE T DIV T2 R BENFE OV T,
KD IEE O RIIENT XL, 20T 4 oV =TT U R O oD
W2t BmE T o 20 PICB W TERY AR b,

(3) BE - IFEDER

HYEA 7 TP —EAREOMSHE (2T 4 Y2 —77 0 FEkReE
%) OFEITIHEMRE, MISBEEOAX VT v 7 EE2 X570, EMEIZEE - Fldz
FhiT 5, BEA > 7 T 2RO EOBENOIT, FEOEEAS V7 T HE
FELY T I F = —r, BURERE L OLFRTOEY - JFer—2 225 ¢ (fh
FHEHEOWEDA T v MRUSEFIOME) OFEhb IS5,

2B, BFRITTOREYE L, ARV A R—tx 2V T o2 X =0T 5 [
PPREMTROTEE | o, HEA U7 TEHEE TN E X 2 U 7 BIREEISE O BIMR K
NEETDHEDORH D,

4.3. TCheck (F%ffi)1 MDER =
4.3.1. T&ffi] DR

(1) EZAYVIRUVER

B2 7 0 FRHCESERE LT BEOEMRRI, HFHRtEex=2Y T 40U X7
XS FHE OWEPRDL, FREF =2 VT 0 Bilkm EO7ZOOHEE « FL—=2 T O
REEZE=2) 7 L, KFBEENHE BV ICHEA TWD D EHERT 5,

Flo, VA A —F =%, BX 2 V7T o HEHEOBA - EPIMHED U A7 ORHIE
bt (EROFBAEMEDERS, FROMEROBEBE DTS 2 EMIcE=%1
735, Hx DY A7 OIRPET, A bENnD &L bz, SRR Y 27 Ok
DMEEHE TE D Z LI s N5,

20



0. ReEEEF THENEFNDIER

5T, EYIMICNEER (L WEEERIETH U A7 A —F =2k 5 HAAK)
AEML, FEREXF 2T AEDOPDCAYVA ZANEREX 2 U T 4 FFEHIHES
TWMUNERE I, AR THER SN TS Z L 2liRT 5, 28, 2OV
PN LB NEHEE NDOBERRIZE O D L &bz, MBS U T, MO & E 7o B %0
kA AT HEVOIXEAZ T CRIMRZ T 5 Z LS5,

(2) BERBIZEDLEL1—

HEA V7 THEEEEORERBIL, AT LEEZTOMD) Y —AZiEH L, EH
A BRRR O % 2 U 7 ¢ AR O BGRAR I 2 s L, g fLIE L AN B 72 (AT
RS B, ZOB, T=4 ) 27 ROBEDEIHRE RN Z T, fEETOL L
—iE R E A TT OB ORDL, SMBBREL M OWNEBRBE D &AL, BIfR AR5
DT 4— My 7 ELHERT D,

VEa2—fRIIET DL L b, WECRE LICLERER (AMLTHESE)
DILR ZWHEREO b, B RIE L OHRE1T D,

4.4, TAct (2hE&E)I DESA
4.4.1. THE] OB

(1) BELERUH#GHSRE

FT=F U T ROEEDOFEER G, BERECESIRIE, %o )7 ¢ FHE
DERESEDHR I NTZHEC, REEO O OWERRNH -T2 HEIIT, LR
KL Z T NI FERET D & & BITARICHIT TR IR E LR T D, ZNHEED
WLUER LT, HFHEx=2Y 7 o 3RO OEZED D,

F7-. EMIICEREX 2V T 46O PDCAY A 7 VOEHRNEZ (Rt X
2 VT A MEE] LLTELEDDEEHIC, YHHEELTH L, B8/ V7T F
HEFFORREE L BRTRE L OXEEOKS %1 U, B LSO ZRFIH A 7585
L. PDCAYA 7 NVOUEIIEHT 5,

T RFHEEERO TEREX=2 ) 7 BEEHE) X MEHReX=2 V7 1 BE) 2175 FF EREA, BHEX=20 74X
VHE = VAT AR E— ERE X2 YT o e, VAT LRSS 2R ERtxa ) T BEAEEER
M) %% - AL TV,

21



(Bl 1] REELLIEEA VISEEELELTEXT LA

BEA VT 758

KB L I D EEA VT T EEH L @D

| T AT

R ERDEEY AT L)

 EEEREE RS
- FER M R R OA
c FERS—T VT L EREEE

Xy U7 VAT A
AN =g Y R=F AT A
© MK - SEITV AT A

Sl | ERITE - ERAT, hﬁiﬁ FHRMAES. ZBEE. BEBRMALE HERY AT A
AR < B AE RS cBEEREFR AT A
HEELR -a%@%ﬁﬁ%% C[EBER AT A
I3 * AR * BOMEEER VAT A
- HERBR - SRR AR Yy FU—T AT A
RSt < B MR v 2 T A
. f_mﬂlﬁ%uﬁiél)ﬂﬁ CPRBCE > AT A
- IR RS CAEREGI VAT A
. jamﬂfﬁuuﬁiél{ﬁsiﬁ%ﬁé = * WBIFTY AT A
IR AT A
CTEE Y AT A s
fiize T EDMEELEEES <YLY AT A
T - ERT AT L
CHEEY AT A
B AT A
7ok TEEE - BEELVEER CEGR g  TfY AT A
cTITA R TH A= a T AT A
CNF—TN R YTV RAT A
23 T RFAROCKRTFEMNGEFEE ZDO LBk s A TR B AT A
CENEBY AT A
SR TR S AT A
%] R FEEL. FE AR RS 3 BT AT &
AR — M A—H =V AT A
7 A CTERTAREE « 7 MY AT A
_ < EPREER - HIE S 2T A
BT - TV —E R [ - BIFAIT c BIFBIT R O G AEMEROTER S AT A
 HG A SRR _(ETBUF - BT HIEHE~DOXIL)
=3 - IR DU EOFI L 2T D& (BFANT VAT b EREGoE AT B
(=72 L, /MR DEBRL,) % = HESHERE)
KB - AEFER K OVKER KIS FEH KB gt KB K DR Y AT I
(=72 L, /MEBZ S D EBRL,)  AKEREFE D HfH > A T 25
Wit B NER R i CEREHET AT L
- BB AT A
- B AT L
=3 C FTERAMEFEESR TV N AT A
7 LT v R c TERI LYy A — FEFE =4 s JLTy A= FIREVAT A
PER] CEERAMER - Lo s TR AT A
N X e D SN
s AFEHRRT VAT A S
@14:: TEITF TV AL, EHAMICKRZ T REEEA 7 T FEFETHY . THHHBORE LOBRIC, FERREOZMEN] TAOERFEOERBEZHEE X, HRLETHHEORELE
179,

22

T LY A BEIEREECCA)BEOLTEN [ WK



(Alfk2) EBEA VIS H—ERDRALEEAN VIS —EXEEFDHI
(P 81 45 4 AlEsR) 50
S B g Br oy (E1)
E( TS B L ST AOFRRABIIERCT | EEREOBERDES, AL KA
455 TR = L E BEA V7 T —ERBEEDH H— R L~ (E2)
oAl 373 (BT 2 1 2 BT T 5 55 D i) ( HERF L~ )
N R B e P B P et ERERTEE RBELEORE) Bk
L. 20l S R R 2 A3 | - BRGHT S — £ R 0% - G BT | - B AUB(S BRI TR (S & 95 Tk e
OB 5 < b (BRI FHE| 45X ) 585

52 2%)

- ERIBERF ORI LY

[—bE xR L~r]

iR ftoE ik
B DT A, 3 FLL EOFIHEBE IR L 2 B
DL EfkE 3 2 il E U2 &

CARICEoTHERZFESWDZ L&A

By &9 D BROEE OEE (RIEESR 2

%)

c EY— B R0E IR

- FoEE (EREROBRE) F1135%, 1225
c BOREREI TR (s A2 ET S ERHEK) B

« FERBORTRG OBIEIZ LV | BoE DI IRDN1557

o RPRE b SR O R A B e DN RO SR R

1255

[ —t 2R L~ ]

P ERAkRE T 2 A E T RN &

DEBEIZ LY | EDIF 123155 uL(¢M%

DRI - TiX, 2WFRLLE) fkeid 2
HNECL RN L

=TT LY

AR THEHEZFEINDZE%H

By & 2 BKOEE OEE (REES 2

%)

c EY— B R0E IR

KL (ERFHRO®E) H1375
s BOEERMATHRI (RS2 BT D2 ERRE) F

15745

[—bE xR L ~r]

AR RIBOE DRI AW BN D EAEE RN
DHEIZ ibxm%@Fi%xftﬂ%%@ﬁ
N3 HL L, 2o, IR 2 LI Lo F
BN ET RN L

23

GOEHYLA—FRCCAVBEEIMREOLA—HECA)IEE [2WIK]



BEA LTI R (Frate) &V

HEA T 5 _ AT ADRBEANB &R T FERBEEOREIARDES. A RIFA %
INE _ F—b R (FEErat) OHH Ui b Rl
518 (BZ7 (7 1) HIEA L7 T — B REEDH (B— & RHEH L~y (52)
L AT | - A - VA UL EM &S D% AN BRITE| - A OHARE L OBLE - 151k - FEITFE T ORA R BB
L= =0 HIORFE 1HEE 1 5) - SRS OFRIE - 151k < U - HUBE A R I L DR A B 2R ETE R B
- Bk - BEOBTT UTFROEL] GRITE| - BASELBEIORIE - {21k - AR T O AR 7R R R B

1045 1 A 2 75)

- RG] (BATIEH 10555 1 1A 3 75)

- BRIER

- BEIEE (BeREICE T 210 2

FH105)

- ERVER ORI - 51k

SRR - IRAAHBIE T OB R R B E R

T TR

- ETRCER (R RosRfaHEIE H565%)
- BRI D IE Rt (FETRek

EHEE 6255 B UV 635%)

- FETRER, BB o IE iRt

DIFEIE « {511

cHBEHANTA =5

e BER (12
B HERL BRI B BAR)

- A RE SR 0 58 B

DERG DBESr | Bk
& IR

+ A7 i RIE 25 55 B

wRE

BISUIANET ST U N7« THB| (&
BhpE R R 2 LB S8 THE 1 B

- ARESOEHE, 15T U ST 4 TH

BIIIAETST U AT 4 THEBI O
Iy BORE UFAE (S sk
HB2LESHE 25)

- ARRESR R RO S (Rl LS |

EH 2 RH 8 HF 5 %)

Ay | - BRREF OIS | - RIRESE DO SZHAGHR OS2 SRR ZE OSHANOIRIE - (11 - PRERES LA T DB A IR BV FE S
PR - RGOSR
* PRBRGSE D SEAN
HE | - RBREFEOSHLA | - T - PR E OSTHNNORIE - 45 1k - PRERE RN OGO 7 BB RS
PRE - IREWAEE
* PRIRGSE D SEAN
AEgE | - AMREFOEREE | - AMREFOER, TET VAT« TH| - AR FEE ORIE - F1k « SRR A IS | 3 SR 1A T DR B Y R TR R B

- A A T35 O DA

=L
AxX

s AMFEEOEE TG T VN7 4 7

Bl &217 5 - omigias otefdt, %
DA |74 @l ps i 5 O BHER 2R D
kW (SRtFERMIE AR 2 KF14TE K
O 16TE, #5804 N #5845%)

- AMRESROEHE, Hi57 U T 1 T

G DI - fF1k

* SRR R IS | BT (2B D RS 85 1125

24

GOEHYLA—HCCAVBEIMEOLA—HELAVEE [2HIE]



BEA LTI R (Frate) &V

HEA VT T = VAT AOREAENRG| EH T EFEEEDOREITIRDIES. TA RT7A4 V5%
PN - =R (FhzEts) DOl ST S 2 RS ) M P R MEER L~ (E2)
Fan g R (7 1) BHEA V7 7Y —EAEEDH (Ir—E AR L~ )
WRHE FEFEORBICET 2 ¥ES (&, #5X| - 1fE - BB ORBZEORIE - E1E | - fE, SRNEoRBICE T 258 (FEoWmd)
LOWRRIZHET HIEMES 85 #1954
- —RIREEEOBEBICET Ame (B $H17
ES
CEE - IRERRERESE )T OB R BB B
SRhpEE BB % | - AMREE ORGSR BIENI S E | - SRPELEE I OEESORE - E1k | - SEpEaIEIE (SRS LIE|EE OEBESIC
ES Bo5l%, THEICLVAMTLEE B2 ZFHOIER. RAF L OSRE D) 55188
(&:RhpE SIS IESE 2 456 281H) %
« AxmhpE SIS TE EAE R I BT A NBIF S (4
P B S RS D7 I B3 A R EEE)
%485
BB - IR T ORA ) e B RS
Mz RE. B O | c tMAOTFEIGE T, MZEHAHERH LT - Mo @\ o4 5 Xk WIS RBT AR X 2 ) T HERICIR D
‘P —E R FETHRESNIEY A ERET 2 FE (| - EOBERBIE - Kt LGEHA KT A
ZEVEH 2 48)
C TR IR, B | MIZEREO TR, MIZEEHO TR
FEH Rt c WIZEH DTSR, BHEHUL
FZERBEDF = v 7 A R 2R
W DS
- SEMTIE - WK O SRR - B
- AT R EIVERK - FRATEHEIOIERL, 22 R ~DFH
Ze ik BB DN | BREHESEICLDEEOE X2 ) T | BRI KENRET D LI L | EESITICRBT AR X 2 VT o MEIRICER D
2 U7 ¢ OHefr FHEES HEWDOEX 2 )T 4 DIET GETARTA
< ZEERIZRBIT DAI(E | - EERIHE L ~O T - TUERTFRIE | - HHRIRITEICERRET D Z LTk
ok fit B RMEE DR T
 WIZEWA~ D ZFETI) DIRA e OWRE | - LS~ DO ZFE T ) O R K OV
DIBIE - {5 1k
$hiE cREEET—E A | MAOTFEIGET, SHEIZEDREX | - FIHETOIRIE - FEIK

C ¥R, AT

TEMOEEZIT O FHE (BREFEILE
2%)

*JEEJE DAY, R HIROMRTE, AT O
D3R HLIR A DR

* BB DL AL E TR R 3 5 S

cPOEEFEDE (FEREOWE) 19K, F19KRD
2

- SEFEFERE MR (BOEERFE S OWE)

55

c BESEICB T DERE X2 U T 4 BERICRD

RETARITA

25

GOEHYLA—HCCAVFEIHUEOLA—HC LA VEE [CSHIE]



FE AL 75— R (FfEASTe) @D

§21y73 FE G O yx?A@IEéﬁﬂiE:#‘ Eﬁ@%@ﬁ%mgéﬁ%\jéfa4y%
57 B I (T 7 12 HEA V7 TP —EAEEDH (F—Ee AR L~ )
E - — kR R A RIRIC BV TREE I R O E R | - B O IR - EREHAESA () 534
BRI (TR WEMGEITO R (BRERES2 | -EBNTS T FOREEMCKT D Kk
2 DHIEHFE) % 81H) [— 2 HeREL~L]
cPNTEEREHE, ERLE T VAT ADOREAICL Y B EE 105
ERREFELOMICHT 2 -dDOER FrUy FLET, 20K 210458 Lo
EIRETHEE (BREEEFE2514 PG BEREH N E TN &
1H)
H A C R AEEEE | AL L, ROEMT 2EF L | - AAOIERORLE - W AR IR 4 &
D 2 DOUAE I BV CRER R 217 | AT 7 ¥ P OREBNHRT 2 3
dEYE (HAHEEES 25) [ — b 2R L]
- AL cH B AHERF L, R ONEM T DL A C VAT ADREAIC LD | BT RA30LL
JF e AR Il 5 A N C W A A s 5 EOUHE R E RN L
¥ThoOT, TOEEDMHT BiE
1A AR DS R PE RS THED D
BRIAT D00 (W AEEER 2
%)
B - 478 | - i AREROTT] - HilRICk T 2 EE. TofioRE | - BUF - ATEY — B ACKT 5 3R - MG ARSI A ERE X2 ) T o WY >
P2 Hh— b 2 BT RIS HES B L v s | - ERFOHAFIGRAEIST 2305 | — g4 s 50 RIA4
HrrlEnsLO (Ml HEBES?2
456 2 1)
R Y - DRI E DTS - BIREKIEEMICR T D EBA~OKE | - EREERS AT AOREERICET L HA T
- ERICfE A BT T E SRR DR | A v
JKiE KB K BADHE| « —EROBEIIS L, EEROZOMT | « KEIZ X BADOEAEDEIE - (e e fE R RS B 0D 3 IF 7 SE M ONT KB i 3%~ D

TR X0 KR 2 A6+ 23 OK
HIEH 3 R KOHI55)

* NI 72K E DR DO

BB WL ORE FHE BT 2 EHmodtic
DUNT | (CERY254E10 A 25 B {1 B A4 55844 fd e
JRZKERRR )

cKESBICBITOHEREF 2V T A HA RTA

Vg

26

GOEHYLA—HCCAVEFEIHUEOLA—HC LA VEE [2HIE]



~ = — Gk 2, L (1)
ECIT EE4/77ﬁ_;7EfT§;§;@)@ﬁ% SRF AORBARY H R T R OB R DS . A KT A V5
YAN: 2 o - e B LTS — PR EE — PR L~ (E2)
Sy} a7 T BEA 27 T —E REEDH (F— & AR L~ L (£2))
Wi S A B EGEX S| M AOTEEE U, AT, BEEAE | - BEORE - 21k RS BC BT AR X 2 U 7 1 MR D
¥ ALTEMEZESRTLEE (EWAS | - 990 FTTE B IR B AL RTA v
HOE SRS 2 4)
- F AR AT S vIC XV oOEX AT D EE (L
EEES 2 4)
- VU E S A ADBEEICE L, EBICBWTT S
BRI~ D 4 DFGA UM B D5
VI DB DT 55 54T 5 F¥ (HEE
PEHIES 2 5)
- A c FHEZ M OREICK T HIRE
RATOEE AEEET25)
b2 el A 3 - AR R ORSE M TR | 7 7Y FORLE C MBS EBIC BT A EHRE X 2 U 7 1 Wl
- RN L R ARG o Ik 1% 5 Fe 4 St
IV | LYy N I—F| 2L Yy NI —FREYS—E XLy R A— RIRFEYF—EZXDIE| - 71Ty FCEPTOARIZB T B IE#HREX =2 U T 4
e (EIRIRGE RS 2 0 STEME 1 B ROV 4E - 121k, b — FEROKBBIR | A KT 1
55 2 B ONC 355D 163 2 1H) (53 (%) Stk BIRAREH: (BHADEF) 1B < B
DOEAFTEHIB N THET S TFE
Fag - Fh Ok - AHOBMA, KL i, g - RO OEZIE - FHMAYEICB T 2R X2 U 7 1 HlRICER D
- ST O 22 A EER kY B s B AL RTA v

H1 I TzEHHL TRV —E 220 TiExgskh,

H2 HEA 7T —EREEIRLIEER L NGIIZONWTIE, VAT LAOREANGIERITEEAS V7 T — R
W3 YOERRRAGEE (MEfTiE. &4 (20164212H 9 B) 5 14E6 D AUNOEA TED D A) ICBWWTIE, 1EE 25563
E4 B2 ISR SN TeNEITERBLIFE 4 ABEDO LD Th 2, IEREDREHORIIC OV TE, LEITG LT, FriEAT

27

ERELRNT LB —ERHERFL L E R LTV D,
TEHE 1 5RO 25, 3551645 1 THE 2 5 KOV 2 1A,
HEAERTHZ &

OYA—(CCAVEE [2WHIL]

u

GOEEYA—HEC TV EETH



(RI#E 3] HMEBEFIZFRITAN—HEY R OFEEVITHIER PARDEESE

(A#E 3 ] MLEBEMBIEDSI T A N—KB) X OF L VICHERUARDERE
EXL]

WE AR R A =B Y 2 7 QR NSt & OSSR D5 g S %, B
AT THREEEN T T4V y—TF 2 (LT, CP) kOFE¥,fkat
B (LLF, BCP) #HRE - WETHEICBEESINDZLE2MHFT LD TH D,

CPRUBCPOERIAMA.2.1. (2) (7) ITRHREDOLEBY THDHR, Zhb
DL OFH, FEO X A I I EINHRFET R L > TRAEDIGED D
DT, WHUBORMEFEZER L TRE - WET~NSHRFFa A b (LU, 1
X8 1385 FERLEORPUIS U TR SN D LERH D,

WHMSROBRIOSEL LT, K1Y A N—KEBORENSEIRETO 7 —0
Bz md, LIS RTE (B 1 RO 2) 1303 s A S—BE8IC L BENEAE
L, P—ERA LUK E & BIE T L7Z%, CPRBC PIZES RS ZR&RTH
—EALNLEEBSEDL —HOT R EREZRLIZEDOTH D,

1 TlE, Y—ERDORMMEHEXLTZDENZ A I 7 TBCPIZHEKS KL%
BRtE L T\ 5, — B2 TiE, Z20-00#E L L TEKMIZY—E 2251k L,
TR B L E S R O it 2 F20 L 728812 B C PICES SIS E BB L T\ 5, W
NOBFNZENTHCP LB CPIL, RELIBEORMHELZZR T XEEANRE 25,
B 2 DIRZZRIFREE IS < S FHE O - I E B Licxt S TH H . —iaic
WEOFRR BN A NR—WETHDLNENIL > TEDLL LD TR, —J, TOXf
JRIZ T THAHWOLNTWDGEIL, WELUBEORMEEZZET 22 LRI S,

28



(Rl 3] MUEBEFFRDIVAN—KREY X ORFHLETICHER PR EROEREE

K14 N—KREOHERENSEIBETO 7O—0H
(FREUAMC bRk 2 72 7 o — N FET D)

Fil. y—e2AORMEIREZ K55S
Y—EREHEHL AL (GER)
E {,‘4"._ AL, =1 E]
;ﬁ %ia, a@@:mﬁfﬁ
FEOY - i
L)L \ i
BEERL~L - E
FEBOER | AREERNG
{E_g B
2. HIRVEERIARATIC IR BUR B I SIS (F - 2 OMIET D5 A O E~DHIE) 211058
Y- RBHEL AL (BER) FEOLHOBE
= N Di=HDiE 4
s 2O (F—EABLE) B IR
TEOF—E R B :
L ~XJL
- ~ =R |
R~ Sros— REREEC
TS ESGRS AHRE BRI
EOGHE (%)
. iSiH)
(%) RERBFICES HNIHEOEE - MHICER LS THY . —REICHEED
BHERBIAN—BETHLINENCL > TEDL O TRV, —F, ZORMGIZITA
AOVHNTWEHEIT, FANRN—KE) X7 ORELEE TS Z Lalifrand,

B, UBEICRRE T A RN—8 ) 27 OIS« EICEELTBY, 5
BPElcxr T 2 BEFEHIIhOREICH LT AR bbb H D, Lo T, CPEUB
CPDORE « WEIZBWTIE, FEDREICKT 2EEFEI T Clde <, ok
IZXT DB EFHLEE 2 T, MIGL U RERTT D62 BN ETH D,

29



(Rl 3] MUEBEFFRLIYAN—REY X OFHLETICHER PR EOEREE

YA N—KE) XY OEED

RBEOFHLSHLRERN

A N—BEET, BARREZEL TR, HWNERo T HBHICL - THI Xk
END, TOREAHIX, &8 - HFROGE, F3& - FRORY], VA7 AMEEEIC
KBV —ERDEIEESZHRIL L TV D, MERIIIZEHE ST T 5 ) 5 NI
WATIC K DHEE T, AR - WEREHMIDIE Uk 2 R FIEIZ LD WENR S
ZHNDN, FRICHBESKEAMZMD Z L IXREE r— AR %0,

LB UAHRDE BEEH

[R1 2 k]
BAN—KRBYRIDBHEWEREITES VT T DERK

[CPRUBCP®OXRRE - AEICHITEHERESIE]
® HfHkOEEA 7T —EADEFEIZENDLAEIEDOH DV A N—HED
B (T =T EE ORI DDoS W E) L2 DREARE L,
BRI FEA~OFEENRENVEBIZCOWT, SEBREICEDL VT U A OERKE %
DTV F~DORGE T 5,
> HEREIZCESDT)ADH
< = TG Lok (R, USB A€ V45 A2 RrEA N HiATe
ZEITERD, v T = T BN OB AT MIEGE L, EHIZRy b
T — 7 % U CREIBR BRI COHEBE VAT AMIRAL, VAT A
DL E /O, WEFERORA WVEZS SR, LT, —1
AREE DG IRA 72 B a2 T B,
® WETE IHFMIRAZVOERW, WEROTIK (RERIBEST 7 OIS 73
HMENTZHGEFEOY A N—HWEOREOBZNN O HRMICENTH, BB
[5E DT 2 T2 B AE S~ DA TR AR I D B B R 5 O KIS A3 B
IZIR D AREMEN D Z L 2B E/T D,
> HAN—KHEBEOEREDEFNLHDKTDH
AV —Fy hEBUTCEHEAS V77 —EREZE ML TWDE AT L
IZxt3 % DDoS BB % /RIR L TAEORFE O R EIFE OfE IE5 2 TRk &
b,

30



(Rl 3] MUEBEFFRLIYAN—REY X OFHLETICHER PR EOEREE

YA N—EY XY OFEQ

REFODEEIL

PANR—KEOF NI THELHINEELL TWD, Filezfigsttailo7-
WD IO \ZHATHEAN 2 X — R & U7k PR 20T TILEDEE R 72 B, S22 81073
BEL TRV LWFEOTITON LK BENEZ X HILD,

Fo. HLWFEOTHEMTONTGE, £ ORED KA 2 EfIZHE T
XRWAREMER S D,

LB UAHRDE BEEH

[R1 2 k]
BEFOICHATHSEADEBRINELEUVICCPRUBCPDERREL

[CPRUBCP®OXRRE - AEICHITEHERESIE]

® WETNSEICEL C, JPCERT/CC %O BEfREMRBZIRMT 254 B 4 IV
L. Fi-2% 270108 L TIERIRO C P LB C P TS ATREDSHEZR L.
FISUTRELEZX S,

® - RWEFODOFRE AT LA IE. BHEMEOXR ORI & DFIEK
U EOFEL RAICHERT D & L HIio, B~ ORI E K2, — W
[, EEfRE - H A2 kT 5,

& VA N—BETOOEEIIGEMT 5720, A "—ktx=2 VT 12T 5+
ST EHIMTRE I A R o T A A, CPRUYB C P OKRE « @Rt D
RNz z 5, YIS U THOEOEFEMSEETEHT 5,

® UGS N EMEICHIE TE TWRWIRIL TS, HEA v 77— A0t
IZBWTHRIERER SNEV—E AL~ Z#EFT 5720, LEAFHEEDS
FEDESENEMN A2 C P LB C PEERICHE L T,

(CPRUBCPOHEHICIHA=FROXRK)

® i-WETOEVAN—KEY A7 L LR LGS, FHEFE RO GG
R GT5AEMEOH D EEIZ LT, YUk A7 OF B0, RE L &21T
S>7-CPRUIBCPDOEEZEXXD,

31



(Rl 3] MUEBEFFRLIYAN—REY X OFHLETICHER PR EOEREE

YA N—E) XY OFEQ

BRGHEELRICENDIBRENTON L ATEEN

YA N—WEOPEIT, HBELZ T E#H ARSIy FU—27 200 L TREIC
JERT D AMREMD B 5, FFEDEARITEG Lo~ v 7 = 7 RN O x> b D
— 7 FIZH DO ERICB T 2B D Z L THWENILN D 75— AL, IERERL:
THRAE LT A NR—LBEOPENAL Y AT METIEND 7 — A, BV AT A
PARIEIZEE S A~ OBRICRIF &5 Z & TH HAMEEHE OIS IZ/2>T L
FO5—R2AELEZIDLND,

LB UAHRDE BEEH

[R1 2 k]
H—EXFICEN DS FRLEFICANEHELRANDOR I

[CPRUBCPOXRRE - HEICHITEHERESIE]

® A N—KWBOWEDIEREIET D78, @G OERSCEE Y 2T ADOEIE
EHEITO ZEOLHEBFICAND, 2y NU =T R0V AT AOERRZHE L, HEHT -
fZIEZIT O RA > MOV THRREIL T,

® W - (ZILAITOWE, BE A LT T RADMKGIC K& R B E 5 2 D]
REMEDN B D7D, EHiOHW 21T 2 EEEZHAMIC LT, £7o, B f
Wiz 4T 5 720, EILATRE/R X A 2 U 7O, 1E I LG E o B, A
FEEOA M 2 FHE R BRI L TR <,

® FAEICHMEAERITITEW Z LRI TE R 2D b0 LB DT, k-
{EIEATCRF OFF T TR O iF R A2 LS 5, BEET RS IHFHROBIE LT, HHr -
EIRIC LV b d AT ) FHR, 7ot 2 FHRe, W - E IR IrRE T 2
W ZERDH Y BEICADE TERETIESLTIEEZHE L TH L,

® A N—WEOWENEAIZ L SFREMED H 24N EGET & O xSRI D It
A, BEA V7 T —EROFHEBELE~O RO AR EZRFT L TEL,
T A N—WBEDGE AR ERFTT R ERHEN 72 FH] & LT, xHECTHA TR
LSBT0, gEFRE (V7 Y= 7 OEsitE, REORMEE) | WEA~D
KRR (B LR IR D 72 80 O Ex AL, #EEF RN ) 2R ARHL) | B
D R EOR RIS B AT D RO R EENH 5,

(CPRUBCPMDOHXEITHEA=-FRHDOXEK)

® DI Z 7ok R OEAZ MBS U THRATT 5, MRoplE LT, %
v NT =27 A FyE (HEY 2T LD , IPS/7 1 ¥ — (R4
7RANERIEAE OMEWT) . EDRY (PG ORFE & #EEIARORREE) S35 5,

1 Endpoint Detection and Response D%,
32



(Rl 3] MUEBEFFRLIYAN—REY X OFHLETICHER PR EOEREE

YA N—KE) XY OFED

B ERENTHON S FATREME

AN, TORMPERSND L THIATON D RN H D, v A
7 LEIHOER, #EICHE O LRTORRRICER & R LGB £ CHER TR
WHEEZT D75 —AR, VAT AMEBEMISTICHERBEMTOND r—A, BB~
DRALIENZ N2 A 2 HIETHERBEPMTON G r—Ab B2 615,

Flo, AU F—%y Mg L TWRWr7 o —X REEe, LA ERW 2T
LATHRSNIBRE TH - Th, VAT ARV AT MERREICE T 5 %
FRa IR FE TR Z2 20T TR LT ETHEMNMTON D r— A6 EZ b D,

LB UAHRDE BEEH

[R1 2 k]
YA N—KREOBEOAREMER VIREOHFEEDEE

[CPRUBCPOXRRE - HEICHITEHERESIE]

® HIE /LTI H—EAEARNIHEERRE (VY7 My =7 Offiggrk, & DA
L) OO, FEE. L Oy FEH, v = TERER, AT A FEESE)
179, IEEH AT LA LT —E X2 EHT AL, FEOFOIC
K DBEA~DKIEIEF L AT M T2 L THEEI S E 5,

® WIHFIZHEY A N—WBZ2Z T TGEIHA, AN —BEA~DOXLEZIT D
F—LEEHBEA LT TV —EADEIBEITO T — LD Z 01T 5 L LIz,
BB Sy O TR A R LTl <,

® 1 JEOREDRER., A N—IENRHINATON TWOTIEE (EHIRICIE S
B IR L OBEDORIT, SHHEGEOBEOHRE) NALNTHE, BEA 7
FH—ERAOEIAZICBW TS, —EWIR, B - (Kl 2 mk3 5,

® WEOFEAFINNFFICHETE TOHARVIRILT, VAT AHIRES % 257k
WEAITIE. TEEMEENT -7 0 7T ZERERET S AREM 2 E L, giE
BT T2V AT KITHNZ . B DS 2T Mk 2 BEEERE - R A2 i kT 5,

o JHMEDIERNWI AT ABFET HERE TORINICTIHWTIL, HEEROT AT
DTk U THY 5556 S 0HIF) (3 AT AEHE~DEEOBKEIZL Y Ny F D
WHAARAE) . JISICERATE 2ERCF Y MU — 7 O (Feik7e 815 (4
(2 L0 FAEEER OBEGEOBIE OFT SR EES) | xR ICE S TE 5 AR O
Bk 72 AT MIAEZ PR LT NEDKES) 2 EET 5,

(CPRUBCPDHEEIZHA-TFEOREK)
@ /u— X RARBRESCIHAMEDIERNY AT AZBWNT A S—I8E|C X Ak
ERREAELSDL LA LT- BT, BRSO VLERRIR ST 5,

33



(Rl 3] MUEBEFFRLIYAN—REY X OFHLETICHER PR EOEREE

YA N—KE) XY OFES

% T RENTON S AT REE

YA N TIIW B 72 BRI BAfR e < . REIC T X% — 7 v N &R [EIRFIC
LB HZENARETH D, BHBEOEH O RIZFRHICKEDN TN D r— A
X, BHEEOL AT L LV T T4 ¥ —DL AT LCFRFICKENTHOND 7 — A,
AA VAT NEFIEFH Y AT MMZFRIRHZBHBEN TOND T — A EREZ 2 LD,

LB UAHRDE BEEH

[R1 > k]
BREARFLEDELZAIRE LERRSHEREADOIIG

[CPRUBCP®OXRRE - AEICHITEHERESIE]

® BWHDA LT v FNRIFHIRE LIEGAIIE, 2588, VRAIHERE, &
SIS LB BRI E 2 T RO « BIENAN 2 HIlr 2 MR B 5 7=
. FHERE R E A PR IS T 5,

@ HUH (LT TV —ERDIRBIBRDL T T T A ¥ /BRI NV A =L
BEZITTGEITMA, 774 v —NBEFEED C P L OB C P Ok
PLoxt ISR D F R & OBPENF IOV THER T 5,

® BHOEEA L7 T RHEFTFICRRDOY A N—EN T DA REMEE B &
L. B0 o¥ERFER, €72 —, HRtXa )7 BERERELZELC T, A
RN Z T T A N—BEBEOTF O, BB, R IEBE, ik CopkE
BHIEICE T D E M AR HEE L, Ee 2 EORED IEIZ 2R T
05,

(CPRUBCPOHEHICIHA=FROXRK)

® A ALUATAELEIEFH AT LHFRIFFCHERAARGRIC 72 D R 2 3 5
KR ERETT D, ROFlE LT, EHE ELEREE (XA AT HEFF
ATV AT LOMOT —42 a—=o/Ny 77w 75%) DIANOHERT<C, A A A
TAEIEFHAC AT LAOR Y NU—7 DGBEERS S,

@ AT AZLAEREA LTIV —ERAOHENKEIC/Ar—25EEL, T
) COMBERIE, ERICL H2REESE., KB —v 20RMEEOREFEL H
15,

® RN DBURE ~DIFWIEA FEICHONWT, A RN—KEDOEEIZ LY A —
NVEOBEREOERIAE FENMEATE R D2 EE2BE L, HEOEHRIE
HFREATOHRET D,

34



(Rl 3] MUEBEFFRLIYAN—REY X OFHLETICHER PR EOEREE

YA N—KE) XY OFE®

BALNEH#ERENITON S ATEEME

YA N—BITRE L THORRAR Z#E L TRV A, HBZZRH xRN
DT 0 WL ke T D r[eetEr & 5, RIEATRAOMEICEN S V2 kR L
THEEL X9 35—, FREITRL2BEEZ R L TIEFIZE/EL TV D
LR NI RIEATRAEIT O 7 — A B HFAE L, A EN D1 EWENIERT
LAREMENE L 2D, ET-. WREME LB L. WRE R OWE B AR ET
% DILNEE e r— AR,

LB UAHRDE BEEH

[R1 > k]
HENAEICRLIFBRFOFTFRE DAL

[CPRUBCP®DOERRE - AEICHITSHEEEIE]

O L RT ANUHE—EEDRSFER T L D I O R E DN N EE 2 B T LT
iE, AMBOEX 2V T 4 R F— A T v MRS TR ) 2 R
THHABEEINDI N, TORE, v /RRESNESEOBR/RS LI/
LG b DL, BER TR X (BUROBELECHIMENE, BH/R rTEE 72 kAR,
BEEEDERE LU ET DO ORMEFESE) . BRI oER (0 /HE
HOWREE) & 2Ol (B I oM S #% O BR AR AR AT 22 1 i O FiFE )
AR L TEBL,

(CPXRUBCPDHEEIfHA - FFDXR)

® UEEITLDEFHOERMATAET 2720, HEL AT LAOMMEERET L L
12, M AT AOEHBOBIECH 0 7 ONFIZOWTHIE L TR, &
ey 7 EUE b, IS DIRET DD OXEET D,

o RMIMICIEY RH LN o iR E B BT > THAET B 72, FIRFICEE L
TWB AR D 7 % —EHMERAET 5, AP RE % 2 U 7 ¢ BRI
T a ) T ARSI R LTV B r 7 ORI & B LIRET 5, %
oo 2 )T o BUREBEIS A A LTV A ERE SR L, EODIC
SEREDS B BUSAHELE S D 1/ OBARRIR A fERT 5 & & bz, BB LT
% % R 5,

35



(Rl 3] MUEBEFFRLIYAN—REY X OFHLETICHER PR EOEREE

YA N—KE) XY OFED

RO HIBT PR M EFEHET SWEN TN S A EES

YA NI L - T, Ao T IO AN FHEE SN D AREER D D, BlE L
T, BRI T 2BE AT LMCHEEBLRRDT 7 — FORIEAZFR L
THIBZ RO L 7 — 20, EENCREO S 2T LM ENER L 220 EfEL 5 & i
T EICV AT LERELER (BiEZ LT 28/ETEBIEN TR S, AT LMF1E
DEAETY AT DWMEIE L2 WEE) $5 7 —RAENREZL 615,

LB UAHRDE BEEH

[R1 > k]
ERL5EEOERFROMARICK D EHGSRELE

[CPRUBCP®OXRRE - AEICHITEHERESIE]

O VA NR—IBOEBE N E TE TWRWEETIE, L AT A LT
LBEDOHEN LA TWDAREMEZZE L, S A OIRBCEE T #H o~ %
BENIRNIDHEREIT O,

0 FHIATANUIAINTVAERWNLLIGEIL, EEA 77 —ERAD
FRALIRIL O B RS T B COMBR 2 B ESE, o T 2 TFEE A
WTEEHROHIEHE 217 9 70 & BHEORMIEFIEZHE L T <,

(CPRUBCPOHEHICIHA=FROXRK)

® AT AIKTHRERELDOHMAHRT D7D O] - HAAZ /G
%o WERT REFEHOFIE LT, ~N— T = TR (BEiass) ., V7 ho =
TR, 77 AR, VAT LAREEDRD D,

® FHI LTIV —EROEHMEIE~DY A N—BIZ L B, FHiE L B 5
BEROFTREIM A, BERTFEEZEEAET 5,

36



(Al 4] HEKEBDEMKFIFOSHEEL

(Al#gk 4] SEREEDEKRBIFDSREE

*RIE R

4.1. TPlan (EtE) I DE =

ERBIEDSR L

4.1.1. THEBDIKR O&a

(1) SNEBRERUVASIREOERE

L]

Mgt = V7 ¢ FHIEE CPRL2 8 FUWIER) |
4.4.2.1

(2) BREARFOERFEDER

Mgt =Y 7 ¢ EHILNE PR 2 8 FUIER) |
4.4.3.1
+ [JIS Q 27002:2014) 18.1.1

4.1.2. T)=58—=2v 7] O8R

(1) BEBOaZIYRAVE

SR E DT DDA N—tF 2T 1 DEZ |
(A N—tF2 VT 4 fREHA RFTA 2 Ver.2.0]
MoT X = VT 4 A FT7A4 ver.1.0] FiH1

(2) BREX2UT A AHDEE

[JIS Q 27002:2014] 5.1.1,5.1.2

(3) MBDREN=HT SBEERVERDE Y

L] L] L] L] L]

Mgt = U7 ¢ FHIEE CPRL2 8 FUWIER) |
4.4.1.2

4.1.3. TEtEl DR

(1) BFHREX2IVTAVRITERAU

o THEA LT TITHBTDHERRFEOE X FITHES Y R
ITRARA L NFE|E)

IS AT LDEX2 YT 4 URT ST A R
[CSMS #EFEHEYE Ver.2.0) 4.2, 4.3

[CSMS . —H#'—X# A K Ver.1.2] 3.1,4.1 ~ 4.4,6.1
MoTvX=2 VT 4 A K74 ver.1.0] L3 ~ 7

(2) BEHEF1) T4 Y RAIHIEDRTE

(7)) AHMERDOEXa2YYT14 GHEEE)

OEZFERDOAMGEER GERE - ZHEM)

O EFEHIR P DR IEEIR

o [JIS Q27002:2014) 7.1.1,7.1.2,7.2.1,7.2.2,7.3.1

o [EFEBESOBERE X 2 ) T 4 RO =0 O — 1
PRk 30 FHERR) ) 4.1.1

o TBURHMESOXREERED OO A RT7 A4 (F
Bk 30 4FREERR) | 4.1.1

o MHNEERESICBTAFEREX 2V T4 LOV T T4 F
== YR FHED 2D OHEFERETFFIE) 38.1,3.2

1) BEDOER

Q@ELEICHT HER o [JISQ27002:2014] 8.1.1 ~ 8.1.4
@ FH 5 %8 & kLY o [JIS Q27002:2014) 8.2.1 ~ 8.2.3
o (BRSSO RERE T 2 U T 4 DT DR —FEHE
PRk 30 #FHERR) ) 3.1.1
o TBURHMESOXMNREERED OO A KT A4 v (F
ik 30 4FEERR) | 3.1.1
0T —4EE o THFEBESOFREF 2V 7 4 RO Off— i

(SERK 30 FEERR) | 4.1.4,7.2.4
o TBFHEBIE O RIEHEREDTZDDOHTA R7 4> (F
A% 30 FEFERR) | 4.1.4, 7.2.4

() 79 &RHIH

OFRETVEADER

o [JIS Q27002:2014) 9.2.1 ~ 9.2.6

o BB DB SR 2 U T 4 SED T O —
¥Rk 30 EEhR) ) 6.1.3

o [BUMBEBEE OXIREMERED DDA N7 4 (F
A% 30 FEEERR) 1 6.1.3

OFHRATLEDT U £ A

o [JIS Q27002:2014] 9.4.1 ~ 9.4.3

o THUMMES DOBREF 2V T RO O — K%
(FAk 30 FEER) ] 6.1.1,6.1.2

o TBURHMESOXREERED OO A RT A4 (F
ik 30 AFERR) | 6.1.1, 6.1.2

(T) BE

OIS EEMA LI-FRERE

+ [JIS Q 27002:2014) 10.1.1,10.1.2,18.1.5
o TBUTHBS O ME X 2 U 7 A RO D —HE %

37




(Al 4] HEKEBDEMKFIFOSHEEL

(FAk 30 LK) | 6.1.5
o TBURHMESOXREEREDTLODOHA KT A4 v (F
B% 30 FEEERR) 1 6.1.5
o (D EHARESE 15 9 HO) EE Tz

FR57 i |

(1) YEHRVEREENEF1) T4

OtFa1l) T« HERNRD DN DHMESE

o [JISQ27002:2014] 11.1.1 ~ 11.1.6
o THFHSBELAOES Y2 ) T 4 EDO 7= O — i
(Erk 30 FEERRD) | 3.2.1
o TBUFHBESOXREEREDT-ODOTA RT7A4 v (F
B% 30 FEEERR) 1 8.2.1
o [IoTEX=2VUT 4 HA RTA4Y ver.1.0) T2

OKEICLDFEENHELELIZCLEERED

o [JIS Q27002:2014) 11.14

HREBERUERE o THMHEBSEOBREF 2V T 4 RO =D OF— H
PRk 30 FHERR) ) 3.2.1
o TBURHMESOXMNREEREDTLODOHA RT7A4 2 (F
A% 30 FEEERR) ) 8.2.1
QOLEENERE o [JIS Q27002:2014] 11.2.1,11.2.3,11.2.5

o THUMHBISEDOERE R 2V T 4 RO I O —F i
PRk 30 FEEMR) ) 7.1.1, 7.1.2
o THUMHBIZ O REMEREDIZODOH A FF74 2 (F
A% 30 FEEERR) ) 7.1.1, 7.1.2
e [MoTEF=2VT A HA KT A ver1.0] FH 2

(H) ERROEFa YT+ EE

OERNFIERVEE

o [JISQ27002:2014] 12.1.1,12.1.2,12.14

OTILITThLDRE o [JIS Q27002:2014) 12.2.1
ONyHI Ty o [JIS Q27002:2014] 12.3.1
@OV HiE o [JIS Q27002:2014] 12.4.1 ~ 12.4.4

o TBUMSES DOEREX 2V 7 4 RO O — 54
PRk 30 LK) | 6.1.4
o TBURHMESOXMNREEREDTLODOHA RT7A4 2 (F
B% 30 FEEERR) 1 6.1.4
o [HREVANR—KE~OIIZEBT D 7 OIEH & 587
ik
o [ToT®X=2UT 4 HARKTA2 ver.1.0) Hp2

OERAVILIITOERE

o [JIS Q27002:2014) 12.5.1
o TBUMSES DOEREX 2V T 4 KD 7= O — 4
(FAk 30 FHEERR) 1 5.2.3,6.2.1
o THUMHBIZ O REMEREDI-ODOH A FF74 2 (F
A% 30 FFEERR) 1 5.2.3, 6.2.1

@ KT MESS 1E B

o [JIS Q27002:2014] 12.6.1
o THFREEEDBERY X 2 U T 0 B0 OOk —
(AL 30 FEEMR) ) 6.2.1
o TBUFHBESOXREEREDT-ODOTA RT7A4 v (F
ik 30 4FEERR) | 6.2.1
e [ToTEX=2VT 4 HA RTAY ver.1.0) 17, 18,
21

() BEOEXF1YT4

Oty FI—U XY T 4 ERE

o [JIS Q27002:2014] 13.1.1 ~ 13.1.3
o [BUFHEBESOEREF 2 ) T 4 RO 00— Kt
PRk 30 FHERR) ) 7.8.1
o TBUFHBESOXREEREDT-ODOTA RT7A4 v (F
A% 30 FEEERR) ) 7.3.1

O FHDERE

o [JIS Q27002:2014] 13.2.1 ~ 13.2.3
o THFEBESOFHREF 2V 7 4 RO Of— L1
PRk 30 FEERR) 1 7.1.3,7.2.1
o THUMHBIZ O REMEREDIZODOH A FF74 2 (F
B30 FEEERR) 1 7.1.3, 7.2.1

38




(Al 4] HEKEBDEMKFIFOSHEEL

(7) YRATLOEG. BAFERVERST

O FREF VT A EHREREAS:
HERS R T LOEE

L]

L]

rJIS Q 27002:2014 ] 14.1.1 ~ 14.1.3, 14.2.1 ~
14.2.9, 14.3.1

TBFHERE S DI X 2 U T 4 SR D720 D —FEUE
(FAk 30 FHEERR) 1 5.2.1,5.2.2

TBUF B S OSSR EER ED DDA FT7 4 (OF
B% 30 FEEERR) ) 5.2.1, 5.2.2

I BT AR 2V T 4 Lo T T4 F
== DRI DODOHAREEREFIIE] 4.1,4.2
MTREOFEICBITLXF2 )T 0 FHEY X b

MT ®WROMECK T LX) T BEY 2 MERA
A RT 7]

MEH S AT DR LBFHECBT X2 7 4 &
HEE~ =T V)

MoTvX= VT 4 A K714 ver.1.0] EH8 ~ 16

() #tHaEER

O ERERICE T HEHREx 2 T«

[JIS Q 27002:2014; 15.1.1 ~ 15.1.3

TBFHERE S DI X 2 U T 4 SR D 7= D —FEUE
PRk 30 M) ) 4.1.1,4.1.4

TBUF B S O3 R EER ED DDA R T4 (OF
A% 30 FEEERR) ) 4.1.1,4.14

OHEENH —ERREDERE

[JIS Q 27002:2014) 15.2.1, 15.2.2

TBFHERE S DS X 2 U T 4 SR D720 Dt —FEUE
(AL 30 B ) 4.1.1,4.1.4

TBURHSBE % DO R LR T DI DH A KT 4 v (OF
A% 30 FEEERR) ) 4.1.1,4.14

() BHEX21VTAA VTV ER

OFHREF1VTAA VTV IDERE
RUZDOHE

rJIS Q 27002:2014; 16.1.1, 16.1.2, 16.1.6, 16.1.7
TBFHERE S DI X 2 U T 4 SR D720 D —FEUE
(SFRK 30 F-ERR) | 2.2.4

TBURHS B DO R LR T D=0 D H A KT 4 > (OF
B30 FEEERR) 1 2.2.4

() EFx2) T EERICRDIENAHDE

E

L]

JIS Q 27002:2014] 5.1.1,5.1.2

() EBEF2Y T4 VAR GEHEDEKRE

Mgt = U7 ¢ FHEE CPRR2 8 FWIEMR) )
4.4.84,4.4.85

4.1.4 TX8E OFR

(1) BRHER

Mgt x= U7 ¢ FHEE CPRR2 8 FWIEMR) )
4.5.1.1,4.5.1.2

(2) AMEBERRUVEHERE

Mgt = U7 ¢ FHEE CPRL2 8 FWIEMR) )
4.5.2.3,4.5.2.4,4.5.2.6 ~ 4.5.2.8

(3) a2az=%—vav

Mgt = U7 ¢ FHELE CPRR2 8FWIEMR) )
4.5.3.1
[JIS Q 27014:2015) 5.3.2 ~ 5.3.4

4.2. TDo (E17)] DER

4.2.1. TiER) O#R

(1) BHREX2L2U T HRDEA, ER

[JIS Q 27002:2014) 16.1.1,16.1.2, 16.1.4, 16.1.5
(&Y A N—I (APT) ~Dfi 2 &t A R ~42
AR HE D B —H D T 1 RO T
(AT IR T ~=a T

(2) EBA VIS5 —EREE~DORL

[JIS Q 22301:2013]

[JIS Q 27002:2014) 17.1.1 ~ 17.1.3,17.2.1

MR B TICB T DR AT MEMMERIE T A KT
A ~REFHE GE2R) ~

[TT-BCP REET /|

[CSIRT ~F U 7 /1|

(3) &EE - JIFEDEN

[JIS Q 22301:2013] 8.5
[JIS Q 27002:2014] 17.1.3

39




(Al 4] HEKEBDEMKFIFOSHEEL

4.3. TCheck (FTMfi)1 D& = -

4.3.1. TEHifi) DR -

(1) E=ZR2YVIRUER MERE X2 VT ¢ FREHEYE PRk 2 8 IE/R)
46.2.2,4.6.2.3
[JIS Q 19011:2012]

(2) BERBICKDHLEL—

L]

Mgt x= U7 ¢ FHEE CPRL2 8 FWIEMR) )
46.3.1 ~ 4.6.3.3
[JIS Q 27014:2015) 5.3.2 ~ 5.3.6

4.4. TAct (&E)]1 DER -

4.4.1. TehE OES —

(1) BELERUH#EMSRE MERE X2V T ¢ FREHEYE PRk 2 8 IE/R)
4711 ~ 4.7.1.7
[JIS Q 27014:2015] 5.3.5

40




EE - AES

EF - A

ESIENSELEN

NEERE., HEA 7 TETEAIT, it s= U7« BRAEIT,
HEMWAET, BIRBIRINET, HEA 7 THERE, BT
— B TE =T v G = U T BSREERE K O A N
— 22 B A

Y= B AR L

HEREMRFEDE 2 FITHESE | BEA 7 T — ERARZENOFF
BHNCIREE STV D LI T2 720 DKHED = L,

A R —ZE R B S

HEA 77— RERUET L DICHERER S AT A
BAfRT 5. BXEl « AEEE - JEH - RTFHFEIT O VAT AR U H—,
TANVAKIRY 7 MU 2T EOERE X 2V T 0 PR AR
X2 VT AR =R UON—=R =T V7 by =T HEOR
e DT Ty N7 —2 5T 27Ty N T —2 XK

—

A KD 2

PAN—HRIGER L THFEIAELHED Y AT,

FRRHAETT RET, EBE)IT. M EORR)T R OBEEAE.,

=G & B —1H O RGO B2 E,

HLORE R HEN B % 5 2 5HELBORK,

VAT ADREE FHE A T TREEZLEDOBERS AT LS, BREFRFO M@ » O
REZ S L7 W SIS T E RV RRE L e D F 5,

HEA LT T IR 5 2 EDNF L W2 — R 2423 2 FERNE

AR % [E RAE M ORI ISEI OB TH VD | T OMRENME
1k ARTF SUTRIH A ATRE 7R BRI K - 7255 61 T E o ERA
XTI RFEIC LR R 2B L REFTBThBIELD S
DT, HEA T T3 E L THEET 250,

BEA 77— X

HUA 7 TRELENRBET OV — AR EOY — 2%
FIRT 2120l O T D 5 b [ERATECA SRR
MG LRBOES BB LT RICi#Ed S L LTERE
A7 70T LITEDDHD,

BYEA T TP - REF

VAT LDOREERIZEY BEA T T — ERAD L) ORHE
HZRERAHI SRR AL D 2 L,

MEEA 7TV RAEEEZFISEZTHRRE, $2bb, %L
BHIES | OXRETREBBICONTUL, NV A A—FF=
V74t x—TEHEA 7 T 128 DHEREIRFEDE 2 HI2HD
VA TEAAL NFEBIEIDIFH2 ERERAAEULZFEL(E
B OB I BEREIAFEE STV D,

AT T REEERSE BEA V7T NBIRTOIERELEDEEZDOO L BIKT X5
ERDEEA LT THEEFFELEE AT A 2B D x5
CIDEEA LT T EEEE IHRESN - FHEET NS EE
FED DR S D FR,

FE A L7 THERIT SRUT. BEBA. BEATEE., RFEEE. ELEAE,

B A T T30

HEA VT TICOWVWTERBMILICHHEHBELTWEHDOTH
0. BRI, MEgaEE. T4, Tinze), T4k, T8khE ),
MBS T A, THURS - ATEC— e X (MUFAKRFEREZETe) |,
Mg, [KE), i), e, T7 vy by oY TaJ D,

HE AT A

HEA T T — AT D7 DICHERER S AT LD
Ib, BEA V7TV —ERICEZDEBOES N EEE LT,
BEA VT THEFEFEZLIZEDD LD,

41




it
Pl
=
alci}
"

VAT LAOREEFICET AEH (BEA 7 T — e REFEE
GV AT LAORELERTIK - B Uy MCET H1ER) O
Wrxa T 1 ORIZET HIERICOV T, BRI CTHA
WCEEHEL . 95 2 &, TEHuEA & OME IR L O W T & BT,

TEH > AT L

FHIIREEAT S S AT B, 74—k PR - Ml =7
LEDOHERDO Y AT LED 1 T2 AW AT A%,

Tt = U 7« BISRIERS

MR TY A N—T p— Rk X — [ESEAFZER S 1 A Som s
ZFerE (NICT) | [ESZAFZER T B N EEEHA R A IF5ET (AIST) |
TRNTATBOE N AL HEERE RS (TPA) . — MR ALHTE A ICT-ISAC,
— M E N JPCERT =2 — 7 4 32— a vk ¥ —
(JPCERT/CC) ., —MFEEN BARY A N—J1L5Ex K v 7 —

(JC3),
it d= U7 BREIT | BEIT. B, MEE. BIFEEE. BT (%) kKO
itE.

KIR T TIREBETOL RO SN A NN—tX 2 7 ¢ IZHY
TR T

ERE SIS

R F=) 7 4 MRICET L5700 EHE, NEE RS BH
AV T THERFEANRMS D T L5

T s

A VT TREEFZEIIBITDVAT LAOREEE T A1
W (EEA 7 I AEEELEL VAT LAOREERTIK -
EY Uy MCBET2EHR) &2, BEA V7 7 HETENOLNE
BREICHEKTH T L5,

74—

BYA T THEERFOFRILA - OHTHERE M O % RE 21 5
¥ #% . Capability for Engineering of Protection, Technical
Operation, Analysis and Response ®Oi#: (CEPTOAR).,

S =TT

FEHEA 7 7B TR N7 2 —DRETHRIND
ks T, v 77 —HOERIEELIT O, BUFHKRE 23 oo
BEBI D FALISALEAT T LD & D TIEZR SN L - S5EHA,

B K BRERIS & T

S RREEAE (BN 36 AFIAHEER 223 75) 55 2 5845 3 (2 &5
HEEATBUERIS O, SKERF OB BIEIC R T AT,

42




SEH

P
® JIS Q27001:2014, {EHEMM — Ex 2V T 85 — T2V T4~V
AV NV AT A — EOREH
(GOPINESIESr)
ISO/IEC 27001:2013, Information technology — Security techniques —
Information security management systems — Requirements.
® JIS Q27002:2014, THHENT — £X =V 7 ¢ Hilff — s x =V 7 ¢ EHRK
DEERD 7= D .
(GOPANESIESr)
ISO/IEC 27002:2013, Information technology — Security techniques — Code of
practice for information security management.
® JIS Q27014:2015, &M — ©¥ = V7 ¢ Hili — 1HHREXF=2 )7 4 H )
VY
(GOPANESIESr)
ISO/IEC 27014:2013, Information technology — Security techniques —
Governance of information security.

® JISQ31000:2010, U A7 <w3xT Ak — JFAIK OGS
(GOPANESIESr)
ISO 31000:2009, Risk management — Principles and guidelines.

® JISQ22301:2013, ftxtF 2 VT 1 — FEMRGI~ KA MV AT L — B
KT,

(GOPANESIESrd
ISO 22301:2012, Societal security — Business continuity management
systems — Requirements.

® JISQ19011:2012, ¥~ R A v AT LERDT-HDOFEE

(GOPANESIESr)
ISO 19011:2011, Guidelines for auditing management systems.

o HNHERE NWHEVANR—tF2UT s ¥— BEREO-DOY A —FF
=2 U7 4 DFZ ). 2016-08-02.
https://www.nisc.go.jp/conference/cs/jinzai/dai03/pdf/03shiryou01.pdf

® REPEIEA, MNATEUE NG ALHEHEERRE, A N—eX 2V T A RRETA R
7 A >~ Ver2.0. #&HEFRAE. 2017-11-16.
http://www.meti.go.jp/policy/netsecurity/mng_guide.html

® U xJwxTiy MEKEMNRNE, WEZAERE B OfE. IS0 31000:2009 Y
AR ZXT AL RBEERITA R, AR, 2010-02-25.

® INSIATEUE NMEHALERHEERAS BANAR v X2V 72— il 2T 4

43



SEH

DX VT4 URZHHAA K. 2017-10-02.
https://www.ipa.go.jp/security/controlsystem/riskanalysis.html

o CK[E[ESIIEUER AT ZE AT (National Institute of Standards and Technology).
HEA T TOPANRN=F2 T 4 2 LSELDOT7 =0T =2 1.0
i ASZATEUE N TE AL HEEREHE. 2014-05.
https://www.ipa.go.jp/security/publications/nist/

o —RIEEN AARGREFEaHEER 2. CSMS AEkEE (IEC62443-2-1)
Ver2.0. [~V Ay NV AT AGEETE H#—. 2016-10-04.
https://isms.jp/csms/std/index.html

o —RIMENEAN AARERSFHSHEER . CSMS 22— — X1 F —CSMS #
AEFEYE (IEC62443-2-1) %t —Verl.2. [F#M~ KT AL VAT ARREE V¥
—. 2015-05.
https://isms.jp/csms/std/index.html

o XWEPERE. Mt xa VT o WHEIEYE PRk 28 FUUERD) . 2016-03-01.
http://www.meti.go.jp/press/2015/03/20160301001/20160301001.html

® IoT#Ht= Y —o 7 A, #BHE, BIFEEE. T X207 4 A FTA
verl.0. 2016-07.
http://www.meti.go.jp/press/2016/07/20160705002/20160705002.html

® A N—FFka VT ERIEAHES. BUMEBEFOERE X2 U 7 4 AR OIZO Dt
—HE (FRK 30 AEERR) . 2018-07-25.
https://www.nisc.go.jp/active/general/pdf/kijyun28.pdf

o WNHIERE WHYA N—tX= T ¥ —. BUFEREZE O RILUERED
DDA FF A (k30 4EERR) . 2018-07-25.
https://[www.nisc.go.jp/active/general/pdf/guide28.pdf

o NHMIERE WHVA R N—tx=UT ¥ — IMBEFEHICB T 2 EHREF =
V74 LY T T4 F 2=+ URTFHED T2 DAAERE F51FE. 2016-10-
25.
https://www.nisc.go.jp/active/general/pdf/risktaiou28.pdf

® —tEM¥EAN JPCERT 2—F 4 3x—va b X — GEEV A R—HEBE~D%}
WUz 5w 7 O & )ik 2015-11-17.
https://www.jpcert.or.jp/research/apt-loganalysis.html

o IFERE. ITHEOMWEICK T 5EX=Y T 4 ZfFD 2 b, 2018-02-28.
http://www.meti.go.jp/policy/netsecurity/cclistmetisec2018.pdf

® HNTATEBUE NG HALEHEMEMME X2V 7 22— IT B OREIZBIT 5
X2 VT B A MERTA R7 v 7. 2018-02-28.
https://www.ipa.go.jp/security/it-product/guidebook.html

44



SEH

NEERE NV A N—tX2 7 ko ¥ — [F#RT AT DR DBUFHEIC
BILEX2VUT 4 EHERE~ =27 /1. 2015-05-21.
https://www.nisc.go.jp/active/general/sbd_sakutei.html

—WALEEAN JPCERT 2—F % — 3 U ¥ —. @EY A S—RAPT)
SO 2 L RIETA R~ EZELHMRIZHE O 5 —1#H D 7 1 22250 T. 2016-03-
31.

https://www.jpcert.or.jp/research/apt-guide.html

—fFEEEN JPCERT 2 —F 42— arbwrZ— A VTV b RY v
J<=a7/)V.CSIRT ~7 U7/ EH 7 =—X.2015-11-26.
https://www.jpcert.or.jp/csirt_material/operation_phase.html

NEERE WEY A N—tF a7 o — FRAITICEBT H1EHV AT A
EAEGER I T A BT A o ~RETF51E~. 2012-05.
https://www.nisc.go.jp/active/general/itbcp-guideline.html

NEE R NEA S—tX2 U7 & %— IT-BCP KEET /L. 2013-06.
https://www.nisc.go.jp/active/general/itbcp-guideline.html

—fttHEN JPCERT =2 —7 4 r—v a4 — CSIRT ~7 U 7L,
https://www.jpcert.or.jp/csirt_material/

45






	Ⅰ．目的及び位置付け 
	1. 重要インフラにおける情報セキュリティ対策の重要性
	2. 「安全基準等」とは何か
	3. 指針の位置付け
	4. 指針を踏まえた「安全基準等」の継続的改善及び浸透への期待

	Ⅱ．「安全基準等」で規定が望まれる項目
	1. 策定目的
	2. 対象範囲 
	3. 関係主体の役割
	4. 対策項目
	4.1.「Plan（計画）」の観点 
	4.1.1. 「組織の状況」の観点
	4.1.2. 「リーダーシップ」の観点
	4.1.3.「計画」の観点
	4.1.4.「支援」の観点 

	4.2.「Do（実行）」の観点
	4.3.「Check（評価）」の観点
	4.4.「Act（改善）」の観点


	【別紙１】対象となる重要インフラ事業者等と重要システム例
	【別紙２】重要インフラサービスの説明と重要インフラサービス障害の例
	【別紙３】対処態勢整備に係るサイバー攻撃リスクの特性並びに対応及び対策の考慮事項
	【別紙４】対策項目の具体例等の参照先
	定義・用語集 
	参考文献

		2019-05-22T14:03:06+0900
	Cabinet Secretariat




